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1. Overall Description:

SA3 thanks ETSI SAGE on their LSs in S3-190403 & S3-192535 on the requirements for 256-bit algorithms for NR. In continuation to our previous reply LS to ETSI SAGE in S3-190407, SA3 would like to provide further feedback on the requirements for 256-bit algorithms for NR. 

From a UE perspective, the following feedback is given:
When considering candidate 256-bit algorithms for NR, it would be beneficial if the existing hardware implementations of the 128-bit algorithms on the UE can be reused with the 256-bit variants (e.g., savings due to hardware reuse) as much as possible.  For example, 256-bit variants of the existing 128-bit AES ciphering and integrity algorithms can be implemented by reusing at least some portions of the existing hardware (e.g., with the extra rounds). This seems to be the case for the proposed ZUC-256 for NR. 
From a network perspective, the following feedback is given:
Besides existing dedicated hardware implementations, network products could be required to use software implementations on commodity hardware, due to virtualization aspects in the 5G architecture.
Summarizing:
· From a UE perspective, it would be beneficial if the 256-bit algorithm variants are designed such that, implementations of the 256-bit algorithm variants, to the extent possible, can reuse the implementations of the existing 128-bit algorithms.
· From a network perspective, it would be beneficial if 256-bit algorithms fulfilled the performance requirements using dedicated hardware (as some network implementations may use dedicated hardware to accelerate the chosen algorithms) or running on commodity hardware.
SA3 may continue to study the other questions in the LSs and keep SAGE updated with further agreements relating to these questions as they are agreed.
2. Actions:

To ETSI SAGE
ACTION: SAGE is kindly requested to take the above feedback into account.
3. Date of Next TSG-SA WG3 Meetings:
SA3#98
10 – 14 February 2020
Guangzhou, China

SA3#99
11 – 15 May 2020
Dubrovnik, Croatia
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