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1
Decision/action requested

This contribution proposes some clarifications to solution #10 on protecting S-NSSAI
2
References

[1]
TR 33.813 v0.7.0 
3
Rationale

This contribution proposes some clarifications to solution #10 on protecting S-NSSAIs. 
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [1]. 
**** START OF CHANGES ****

7.10
Solution #10 Protecting S-NSSAI for transmission on the AS layer

7.10.1
Introduction

This solution addresses the Key Issue #6 Confidentiality protection of NSSAI and home control. 

This solution aims to provide a method of protecting the S-NSSAIs that will be transmitted on the AS layer in a way that is compatible with Rel-15 UEs.

7.10.2

Solution details
7.10.2.1
General
This configuration of S-NSSAIs in the serving network follows the SA2 procedures, i.e. HPLMN allocates some S-NSSAIs to the UE which uses these S-NSSAIs initially to request access to a slice in a serving PLMN. The serving PLMN may allocate its own local S-NSSAI (as a configured S-NSSAI) for each requested S-NSSAI. The UE will use the configured S-NSSAIs to indicate its interest in the particular slices in the serving PLMN. 

Hence an S-NSSAI value that the UE sends on the AS layer may be allocated by the serving network as part of the existing procedures. This means that the serving network can assign different S-NSSAIs that are mapped (or resolved) to the same S-NSSAI, to different UEs. Therefore, for S-NSSAI privacy, the AMF provides “encrypted S-NSSAI” to a UE that would be sent on the AS layer, where the encryption incorporates a UE specific parameter such as 5G-GUTI.  The UE can directly return this ‘encrypted S-NSSAI’ to the network. The AMFs and NG-RAN nodes across the whole network will need to be co-ordinated on which actual S-NSSAI each ‘encrypted S-NSSAI’ will resolve to. If these ‘encrypted S-NSSAI’ further depend on the part of the 5G-GUTI supplied by the UE to the NG-RAN node at RRC set-up, it would mean that the same ‘encrypted S-NSSAI’ value that is used by different UEs would not necessarily indicate the same actual S-NSSAI. 
7.10.2.2
Format and content of the ‘encrypted S-NSSAI’
The format for the ‘encrypted S-NSSAI’ is as follows:

Key ID | Random number | S-NSSAI Identifier XOR E(Key, Random Number, S-TMSI)

where 

E(Key, Random Number, S-TMSI) is an encryption function to produce key stream with Key as the key and Random Number and S-TMSI as input;

Key ID identifies the key and the algorithm used in E(Key, Random Number, S-TMSI); 

Random Number is just a random number so that different ‘encrypted S-NSSAI’ can be used for the same actual S-NSSAI; and 

S-NSSAI Identifier allows the NG_RAN and AMF to understand which S-NSSAI the UE is requesting

Each Key ID is associated with a key, choice of algorithm and any other information (e.g. MSB of counter input for AES in counter mode) needed by the AMF or NG-RAN node to create or parse an ‘encrypted S-NSSAI’. Each AMF in a serving network needs to be provisioned with the current Key ID and associated information. The NG-RAN nodes can either be provisioned with this information or could request it from the AMF when they receive a Key ID that is currently unknown to them. 

Since the ‘encrypted S-NSSAI’ carries a Key ID and a random number, it is not possible to send a complete S-NSSAI in an ‘encrypted S-NSSAI’. Hence, an instead of the S-NSSAI, an S-NSSAI identifier, which can be mapped to the corresponding S-NSSAI, is used to construct ‘encrypted S-NSSAI’’. A mapping between S-NSSAI identifiers and S-NSSAI is configured by AMF to NG-RAN nodes. 
7.10.2.3
Creating an ‘encrypted S-NSSAI’
When the AMF creates a new ‘encrypted S-NSSAI’ to send as a configured S-NSSAI, it calculates the ‘encrypted S-NSSAI’ using the Key ID, the S-NSSAI identifier of the slice that is to be configured, the UE’s S-TMSI and a random number. The AMF can use any key and method that is provisioned locally. Those key and method are also made available in the NG-RAN nodes. When calculating each ‘encrypted S-NSSAI’, a fresh random number is chosen and this together with the S-TMSI provides the freshness for the input to the ciphering algorithm.
7.10.2.4
Resolving an ‘encrypted S-NSSAI’
When the UE sends such an ‘encrypted S-NSSAI’ to the NG-RAN, the NG-RAN calculates the S-NSSAI Identifier and from this the NG-RAN gets the S-NSAAI the UE is requesting. This is done by using the Key ID in the ‘encrypted S-NSSAI’ to know the key and encryption method. This allow the S-NSSAI identifier to be decrypted and the mapping to the actual S-NSSAI requested by the UE to be resolved. If this procedure fails, i.e. the NG-RAN does not get a S-NSSAI Identifier it recognises, then the AMF can be selected based on the UE identity supplied at the AS layer or the default AMF can be selected.


7.10.2.5
Updating the ‘encrypted S-NSSAI’ 

The ‘encrypted S-NSSAI’s sent to a UE will need to change when the S-TMSI changes in order not to provide a longer-term identifier of the UE than the S-TMSI. This can already be done with the specified procedures. Since when a GUTI (including the S-TMSI) is allocated to the UE using the Registration Accept or the UE Configuration Update message, there is space in each of these messages to update the configured S-NSSAI at the same time.
. This means that it is not easier to track the UE based on the values in the S-NSSAI IE sent on the AS layer than to do it based on the S-TMSI. A new ‘encrypted S-NSSAI’ has to be calculated for each S-NSSAI that the UE is allowed to access when the update is performed.


7.10.3
Evaluation 

The NG-RAN nodes need to  have the mapping of S-NSSAI Identifiers of S-NSSAIs and also the Key_ID, Key and encryption method used by the AMF when creating the ‘encrypted S-NSSAI’.

The solution reduces the possible number of S-NSSAIs.

Editor’s Note: Further evaluation is FFS.
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