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1
Decision/action requested

This document proposes to add conclusion on authorization in the delegated Subscribe-Notify interaction scenarios.
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3
Rationale
Conclusion on KI #28 is proposed.
The KI #28 proposed a general requirement on NF-NF authorization that “The 5G system shall support an authorization mechanism for the delegated "Subscribe-Notify" scenarios, in which NF_A subscribes the service of NF_B on behalf of NF_C”.  
Currently, for the scenario that NF_A subscribes the service of NF_B on behalf of NF_C, the access token defined in SA3 for service authorization currently cannot be reused directly for this delegated “Subscribe-Notify” scenario, since the subject part of the generated token only includes the instance ID of the NF_A.
From the security point of view, Solution #15 can be used here by including the instance ID and the notification URI of the NF_A, as well as the instance ID and the notification URI of the NF_C in the token claims. The token is used to indicate that the NF_A is only authorized to subscribe services on behalf of the NF_C (i.e. the NF_A is NOT authorized to subscribe services on behalf of any other NFs except the NF_C), and is also used to indicate that besides the NF_A, the NF_C is also authorized to receive the NF service provided by the NF_B (i.e. any other unauthorized NFs except the NF_A and the NF_C is not be able to use the service of the NF_B). 

In the end, the solution #15 fully meets the requirements in Key issue #28 from the security point of view, and is recommended for normative work.
4
Detailed proposal

***
BEGIN CHANGES
***

7.X
Conclusion on KI #28 
The KI #28 is about service access authorization in the delegated "Subscribe-Notify" interaction scenarios.
It is concluded that solution #15 supporting authorization in the delegated "Subscribe-Notify" interaction scenarios, which is a NF_A subscribes to NF Service offered by NF_B on behalf of NF_C, as an enhancement for OAauth authorization will be recommended during the normative work.

**
END OF CHANGES
***
