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1
Decision/action requested

This document proposes to add conclusion on KI #5.
2
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3
Rational
Conclusion on KI #5 is proposed.
The KI #5 proposed a general requirement on NF-NF authorization that “An NF shall validate whether a requesting NF is authorized to request a given service”.  Hence, how to verify the instance ID of the requesting NF is also covered in the KI #5. Currently, based on the certificate of the NF consumer, NF producer can not verify the NF instance ID of the NF consumer. 
From the security point of view, Solution #25 can be used here by combing the certificate and Oauth authorization mechanism, in order that the NF producer can validate whether the instance ID of the NF consumer in the access token is the same one of the requesting NF.

There was one argument in the Chongqing SA3 Ad-hoc meeting that how the NRF assures the NF instance ID is combined with the subject name of the certificate, which can be solved based on the NFprofile specified in TS 29.510 [2].
According to TS 29510 clause 6.1.6.2.2
Type: NFProfile, NFProfile is specified as follows.
	Attribute name
	Data type
	P
	Cardinality
	Description

	nfInstanceId
	NfInstanceId
	M
	1
	Unique identity of the NF Instance.

	nfType
	NFType
	M
	1
	Type of Network Function

	nfStatus
	NFStatus
	M
	1
	Status of the NF Instance (NOTE 5)

	nfInstanceName
	string
	O
	0..1
	Human readable name of the NF Instance

	heartBeatTimer
	integer
	C
	0..1
	Time in seconds expected between 2 consecutive heart-beat messages from an NF Instance to the NRF.
It may be included in the registration request. When present in the request it shall contain the heartbeat time proposed by the NF service consumer.
It shall be included in responses from NRF to registration requests (PUT) or in NF profile updates (PUT or PATCH). If the proposed heartbeat time is acceptable by the NRF based on the local configuration, it shall use the same value as in the registration request; otherwise the NRF shall override the value using a preconfigured value.

	plmnList
	array(PlmnId)
	C
	1..N
	PLMN(s) of the Network Function (NOTE 7).

This IE shall be present if this information is available for the NF.

If not provided, PLMN ID(s) of the PLMN of the NRF are assumed for the NF.

	snpnList
	array(PlmnIdNid)
	C
	1..N
	SNPN(s) of the Network Function.

This IE shall be present if the NF pertains to one or more SNPNs. 

	sNssais
	array(Snssai)
	O
	1..N
	S-NSSAIs of the Network Function.

If not provided, the NF can serve any S-NSSAI.

When present this IE represents the list of S-NSSAIs supported in all the PLMNs listed in the plmnList IE.

	perPlmnSnssaiList
	array(PlmnSnssai)
	O
	1..N
	This IE may be included when the list of S-NSSAIs supported by the NF for each PLMN it is supporting is different. When present, this IE shall include the S-NSSAIs supported by the Network Function for each PLMN supported by the Network Function. When present, this IE shall override sNssais IE. (NOTE 9)

	nsiList
	array(string)
	O
	1..N
	NSI identities of the Network Function.

If not provided, the NF can serve any NSI.

	fqdn
	Fqdn
	C
	0..1
	FQDN of the Network Function (NOTE 1) (NOTE 2). For AMF, the FQDN registered with the NRF shall be that of the AMF Name (see 3GPP 23.003 [12] clause 28.3.2.5).

	interPlmnFqdn
	Fqdn
	C
	0..1
	If the NF needs to be discoverable by other NFs in a different PLMN, then an FQDN that is used for inter-PLMN routing as specified in 3GPP 23.003 [12] shall be registered with the NRF (NOTE 8).
A change of this attribute shall result in triggering a "NF_PROFILE_CHANGED" notification from NRF towards subscribing NFs located in a different PLMN, but the new value shall be notified as a change of the "fqdn" attribute.

	ipv4Addresses
	array(Ipv4Addr)
	C
	1..N
	IPv4 address(es) of the Network Function (NOTE 1) (NOTE 2)

	ipv6Addresses
	array(Ipv6Addr)
	C
	1..N
	IPv6 address(es) of the Network Function (NOTE 1) (NOTE 2)

	allowedPlmns
	array(PlmnId)
	O
	1..N
	PLMNs allowed to access the NF instance.

If not provided, any PLMN is allowed to access the NF.

A change of this attribute shall not trigger a "NF_PROFILE_CHANGED" notification from NRF, and this attribute shall not be included in profile change notifications to subscribed NFs.

	…
	
	
	
	


“NOTE 1:
At least one of the addressing parameters (fqdn, ipv4address or ipv6adress) shall be included in the NF Profile. If the NF supports the NF services with "https" URI scheme (i.e use of TLS is mandatory), then the FQDN shall be provided in the NF Profile or the NF Service profile (see clause 6.1.6.2.3). See NOTE 1 of Table 6.1.6.2.3-1 for the use of these parameters. If multiple ipv4 addresses and/or ipv6 addresses are included in the NF Profile, the NF Service Consumer of the discovery service shall select one of these addresses randomly, unless operator defined local policy of IP address selection, in order to avoid overload for a specific ipv4 address and/or ipv6 address.

NOTE 2:
If the type of Network Function is UPF, the addressing information is for the UPF N4 interface.”

As specified in the above table, both the FQDN and IP address normally used as the subject name of the certificate is included in the NF profile. 
Hence, if the token request including the NFc instance ID is received from the NFc after the mutual authentication using the certificate, the NRF shall firstly verify whether the subject name of the NFc certificate is matched with the NFc ID in its profile, such as the FQDN or IP address, which can be found using the NF instance ID. 

Note that the NFc profile may be preconfigured in the NRF, or obtained during the NFc registration procedure. For the preconfiguration scenario, the NF profile is always correct. For the NFc registration scenario, the NRF could firstly verify the FQDN or IP address in the NFc profile with the subject name of the NFc certificate, which assures the correctness of the NFc profile firstly. 
Therefore, the argument can be solved with the above analysis. NRF could securely combine the certificate and NFc instance ID based on the NF profile.

In the end, the solution #25 fully meets the requirements in Key issue #5 with the NF consumer instance ID verification, from the security point of view.
4
Detailed proposal

***
BEGIN CHANGES
***

7.X
Conclusion on KI #5 
The KI #5 is about support for NF-NF authorization. 
It is concluded that solution #25 supporting the NF consumer instance ID verification as an enhancement for OAuth authorization will be recommended during the normative work, allowing the NF producer to validate whether the instance ID of the NF consumer in the access token is the same one of the requesting NF, which is not supported in Rel15.
**
END OF CHANGES
***
