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**** START OF CHANGES ****
Annex X (normative):

Security and privacy in 5G system location services 

X.1
General
For security and privacy in 5GS LCS (5G System Location Services), the mechanisms defined in 3GPP TS 23.273 [x], 3GPP TS 38.305 [y], and the present document apply.

X.2
WLAN positioning

For the positioning modes that require the UE to send WLAN measurements to the network (e.g., UE-assisted), the network should provide a list of the Basic Service Set Identifier (BSSID) and/or the Service Set Identifier (SSID) to UE. 

If the UE receives this list from the network, the UE shall send only those WLAN measurements to the network whose BSSIDs and/or SSIDs match the ones indicated in the received list. 
If the UE does not have this list configured, the UE shall not send WLAN measurements to the network.

Mutual authentication may be performed between the UE and a WLAN access point from which WLAN measurements are obtained. Mutual authentication may be performed in the application layer and is out of scope of the present document.
WLAN access point security (e.g. physical security or anti-forgery) is out of scope of the present document.
Editor’s Note: The last two sentences may need to be revised (UE action upon getting the list is FFS and content of the list (patterns like “*”) is FFS)


Editor’s Note: Namespace to ensure only beacon information is collected is FFS
X.3
Bluetooth positioning

For the positioning modes require the UE to send Bluetooth measurements to the network (e.g., UE-assisted), the network should provide a list of Bluetooth public-address (MAC address) and Bluetooth device-name (Local Name) to UE. 
If the UE receives this list from the network, the UE shall send only those Bluetooth measurements to the network whose Bluetooth public-addresses and/or Bluetooth device-names match the ones indicated in the received list. 
If the UE does not have this list configured, the UE shall not send Bluetooth measurements to the network.

Mutual authentication may be performed between the UE and a Bluetooth access point from which Bluetooth measurements are obtained. Mutual authentication may be performed in the application layer and is out of scope of the present document.

Bluetooth access point security (e.g. physical security or anti-forgery) is out of scope of the present document.
Editor’s Note: The last two sentences may need to be revised (UE action upon getting the list is FFS and content of the list (patterns like “*”) is FFS)

Editor’s Note: Namespace to ensure only beacon information is collected is FFS

**** END OF CHANGES ****

