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1
Decision/action requested

This contribution provides the evaluation for Solution #14: Identifier conversion in groupcast communication.
2
References

[1]
3GPP TR 33.836 Study on Security Aspects of 3GPP support for Advanced V2X Services (Release 16)
3
Rationale

The solution has the following characteristics: 

· Minimum signalling on application layer to initialize the virtual time for all group members as well as the update interval. 

· The frequency of provisioning the virtual time and update interval from the V2X AS can be configured and may not occur frequently at all.

· All group members update the virtual time individually based on their internal clock without dependency of the real time. 

· The change to the new destination L2 ID cannot be recognized from outside unless all group membes are suddenly sending groupcast messages at the same time.

· Out-of-coverage UEs continue to change their L2 ID based on the previous provisioning message and request an update once returning into coverage. 

· For out-of-coverage in a platoon that are out of coverage for a very long time, the group leader or platoon leader UEs could also provide the provisioning message to the group members locally. 

4
Detailed proposal

Start of Changes

6.14.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

The solution fulfills Key Issue #4 on "Security of identifier conversion in groupcast communication" by updating the L2 ID independently from the application layer group ID and has the following characteristics: 

· Minimum signalling on application layer to initialize the virtual time for all group members as well as the update interval. 

· The frequency of provisioning the virtual time and update interval from the V2X AS can be configured and may not occur frequently at all.

· All group members update the virtual time individually based on their internal clock without dependency of the real time. 

· The change to the new destination L2 ID cannot be recognized from outside unless all group membes are suddenly sending groupcast messages at the same time.

· Out-of-coverage UEs continue to change their L2 ID based on the previous provisioning message and request an update once returning into coverage. 

· For out-of-coverage in a platoon that are out of coverage for a very long time, the group leader or platoon leader UEs could also provide the provisioning message to the group members locally. 

End of Changes

