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Decision/action requested

This contribution is intended to draw attention to the progress of SA2 5G ProSe study and suggests that SA3 creates a SID to study the security aspects of 5G ProSe when appropriate.
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Rationale

In order to support proximity based services based on SA1 requirements defined in TS 22.278 [1] and TS 22.261[2], SA2 has been starting its study item "Study on System enhancement for Proximity based Services in 5GS" [3] since SA2#135. The output of the SID is TR 23.752 [4].
One of the objectives of SA2 is to develop a common framework for supporting proximity based services to satisfy service requirements defined for both public safety and commercial proximity services.
In addition, SA2 will pursue two sets of objectives pertaining to specifically commercial and public safety related services. They are:

Set A: System enhancements to support Public Safety related proximity services:

Based on the common framework, this part focuses on system enhancements to support service requirements defined for public safety services, which mainly includes:
· Suppport of one-to-many direct communication including out-of-coverage;
· Support of one-to-one direct communication including out-of-coverage;
· Support of UE-to-Network Relay (including service continuity, authorization, Multi-hop & QoS aspects); This objective needs to take commercial services into account.
· Support of direct discovery including out-of-coverage;
-
Support of UE-to-UE relay mechanism. This objective needs to take commercial services into account.
Set B: System enhancements to support commercial related proximity services:

Based on the common framework, this part focuses on the commercial specific proximity services, which mainly includes:
· System enhancement to support NCIS related service requirements, which mainly includes:

· Support of PC5 direct communication, including unicast, groupcast.

· Support of group management, discovery for the interactive services on PC5 interface.
· Support of authorization for PC5 direct communication, including, e.g. authorizing communication with or without a group.

· Support of QoS ehnhancement for a variety of services on PC5 interface, e.g. high data rate and/or low latency transmission.

· Support of network controlled path selection and path switching between Uu interface and PC5 interface. The path switching of user traffic shall minimize user experience interruption.
· Support of the mechanism for operator to charge PC5 communication, including, e.g. per group basis, per individual UE basis.
The current TR 23.752 [2] contains eight key issues. Some of them may require coordination of SA3. For example, in Key Issue #4: Support of UE-to-UE Relay, there describes: " NOTE 2: For security aspects, coordination with SA3 is needed." 
SA2 made an architecture assumption that PC5 based eV2X architecture reference model is used as reference architecture for supporting ProSe in 5GS, and thus ProSe Function used in the LTE should be replaced with PCF in the 5GS. This means that the ProSe security solution used in LTE should be checked against the 5G ProSe architecture.
Security and privacy of eV2X studied currently in TR 33.836 [5] is mainly focuses on communication over PC5. Some ProSe functions, such as discovery and UE-to-Network relay, are not addressed by this study. Therefore, ProSe security issues not covered by the eV2X study item should be studied in a new study item.
Similar to SA2, this study will consider to use existing security solutions as much as possible, e.g. PC5 based security architecture and communications specified in R16 eV2X as a basis, etc.
4
Detailed proposal

It is proposed to create a study item on security aspects of System enhancement for Proximity based Services in 5GS.

