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1
Decision/action requested

This document proposes to provide the key management aspect for AKMA.
2
References

NA
3
Rational
 The proposal recommends to handle the key lifetimes for anchor key and application key of AKMA simply. For anchor key, it’s proposed to use the implicit lifetime based on the result of authentication and the frequency of the authentication runs. For the application keys, it’s proposed to use the explicit lifetime based on operator’s policy or confirguration parameter.
4
Detailed proposal

***
BEGIN OF CHANGES
***

5
Key Management 
Editor’s Note: Sub clauses will be added according to the conclusions made in TR 33.835.
5.1
AKMA key hierarchy
Editor’s Note: This clause needs further details. 
The key hierarchy (see Figure 5.1-1) includes the following keys: KAUSF, KAKMA, KAF. KAUSF is generated by AUSF as specified in clause 6 of TS 33.501 [2]. 
Keys for AAnF:


KAKMA is a key derived by ME and AUSF from KAUSF.

Keys for AF:


KAF is a key derived by ME and AAnF from KAKMA. 
KAKMA and KAF are derived according to the procedures of clause 6.G. 
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Figure 5.1-1: KAKMA as a child key of KAUSF
Editor's Note: The figure needs to be revised to outline primary authentication.
5.2
AKMA key lifetimes

The anchor key KAKMA shall use the implicit lifetime and the application key KAF shall use explicit lifetimes based on operator’s policy or some configuration parameters. In case that a new anchor key KAKMA is established, the application key KAF can continue to be used until their lifetimes expire. When the KAF lifetime expires, a new application key is established based on the new anchor key KAKMA. Because of the implicit lifetime for anchor key KAKMA, key negotiation procedure is only applicable for application key KAF.
***
END OF CHANGES
***
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