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Agenda Item:
8.4
1 Decision/action requested 
This contribution proposes a conclusion for Key Issue #1 for protection of RRC Resume Request message in TR 33.809.
2 References
3 Rational
Solution 13 and solution 17 are solutions to address security requirement of protection of RRC Resume Request message in Key Issue #1, both solutions follow the same security procedure, and the only difference is the input of calculation of shortResumeMAC-I. Solution 13 specifies all the IEs, and solution 17 generally describes the RRC message. The main idea is the same to protect all the IEs in the RRC Resume Request message.

So, it is recommended to conclude the key issue:

It is concluded that protection against tampering of RRC Resume Request will be pursued to normative work for Rel-16 by adding the whole RRC Resume Request message as an input into shortResumeMAC-I calculation.
4 Detailed proposal
*************** Start of Change ****************
4.1 7.1
Conclusions on Key Issue #1
Following conclusions are made on Key Issue #1 "Security of unprotected unicast messages":

-
It is concluded that no additional normative work is required for the protection against tampering of RRC UE CapabilityInformation messages.
-
It is concluded that protection against tampering of RRC Resume Request will be pursued to normative work for Rel-16 by adding the whole RRC Resume Request message as an input into shortResumeMAC-I calculation.
*************** End of Change ****************
3GPP


