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********** START OF 1st CHANGE **********
6.x
Security handling in Cellular IoT

6.x.1
Security handling in Control Plane CIoT 5GS Optimization
6.x.1.1
Security procedures for Small Data Transfer in Control Plane CIoT 5GS Optimisation
The Control Plane Optimisation for 5GS CIoT is used to exchange small user data or SMS as payload of a NAS message in both uplink and downlink directions. The UE and the AMF perform integrity protection and ciphering for the small user data or SMS using NAS security context specific to the NAS connection. 

If UE uses Control Plane optimisation for 5GS CIoT for Mobile Originated data transport, the UE sends a Control Plane Service Request message including a container for small user data or SMS transport. The Control Plane Service Request message shall be partially ciphered (i.e. the container including uplink user data or SMS is ciphered, and non-cleartext remains unciphered) and integrity protected by the current 5G NAS security context specific to the NAS connection if such exists as depicted in TS 24.501 [35]. Upon reception of the Control Plane Service Request message with the ciphered container for small user data or SMS transport, the AMF shall verify integrity of the whole Control Plane Service Request message and decipher the ciphered container to obtain the small user data or SMS. When applying NAS ciphering/deciphering mechanism for the container, the LENGTH value shall be set to the length of the container.

If UE uses Control Plane optimisation for 5GS CIoT for Mobile Terminated data transport, the UE obtains small user data or SMS in DL NAS transport message from the AMF. The DL NAS transport message shall be ciphered and integrity protected with the current 5G NAS security context specific to the NAS connection. Upon receiption of the DL NAS transport message for small user data or SMS transport, the UE shall verify integrity and decipher the DL NAS transport message to obtain the small user data or SMS.

Editor note: This clause needs to be revisited when CT1 has finalized the work on the NAS messages defined for Control Plane Optimization for 5GS CIoT.

Editor note: The clarification on encoding Control Plane Optimization NAS message is FFS.

6.x.1.2
Security procedures for RRCConnectionRe-establishment Procedure in Control Plane CIoT 5GS Optimization
Editor’s Note: This clause depends on SA3’s progress in TR 33.861.

6.x.2
Security handling in User Plane CIoT 5GS Optimization 

Editor’s Note: This clause depends on SA3’s progress in TR 33.861.

6.x.3
Protection of Non-IP Data Delivery (NIDD) interfaces

Functions for NIDD may be used to handle Mobile Originated (MO) and Mobile Terminated (MT) communication with UEs, where the data used for the communication is considered unstructured (which is also refered as Non-IP).

Since the NEF exposes the NIDD API, TLS protection mechanism defined in clause 12 shall be used for protection of NIDD interfaces.

6.x.4
Security handling in NAS based redirection from 5GS to EPS

When a UE initiates registration procedure with the AMF, the AMF may redirect the UE from 5GC to EPC by including a EMM cause indicating to the UE that it shall not use 5GC, as described in clause 5.31.3 in TS 23.501 [2]. The following requirements apply to Registration Reject message with an EMM cause which indicates to the UE that the UE shall not use 5GC: 

· the AMF shall only send such a Registration Reject message once NAS security has been established between the AMF and the UE; and

· the UE shall only act upon such Registration Reject message if received integrity protected and if UE has verified the integrity of the Registration Reject message successfully.

NOTE: This solution does not apply to unauthenticated emergency calls. 

********** END OF 1st CHANGE **********
