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1. Overall Description:
[bookmark: _GoBack]SA3 would like to thank SA2 for their LS S2-1910789.

SA3 identifies some security issue on suggested 5G-S-TMSI truncation procedure.

As depicted in the LS:
“The NG-RAN configures the UE with n and m during RRC connection reconfiguration as described in TS 36.331. The configuration applies only to the registered PLMN.”

For the UE using CP CIoT 5GS Optimisation, since AS security is not activated, n and m are not protected, this will cause that the n and m may be modified or tampered by the attacker. Thus, the n and the m may be out of sync between UE and the NG-RAN. The NG-RAN may always recreate wrong 5G-S-TMSI causing unavailable of the CP relocation feature, which is a DoS attack for the CP relocation feature.

Thus, SA3 kindly recommends to reconsider to send m and n to the UE in a protected message, such as registration accept message.

2. Actions:
To SA2 group:
ACTION: SA3 kindly asks SA2 to take the above information into account.

3. Date of Next TSG-SA WG3 Meetings:
SA3#98	10-14 February 2020				Guangzhou, China
SA3#99	5-11 May 2020					  Dubrovnik, Croatia
