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1 Decision/action requested 
This contribution discusses security issue and solution for truncation of 5G-S-TMSI.
2 References
[1]

S2-1910789
“Reply LS on RRC Connection Reestablishment for CP for NB-IoT connected to 5GC (S3-192394/ S2-1908707)”
[2]
S3-194099
“Security Procedure for RRCConnectionRe-establishment Procedure for Control Plane Optimization for 5GS CIoT”
[3]

S3-194100
“Reply LS to SA2 on Security Issue on 5G-S-TMSI Truncation Procedure”
3 Rational
SA2 has replied LS S3-1910789 about how to truncate the 5G-S-TMSI.
“

The Truncated 5G-S-TMSI is a 40 bit UE identifier constructed from the 5G-S-TMSI. It is used in RRC Connection Re-Establishment for the control plane for NB-IoT as described in TS 36.300.

· <Truncated 5G-S-TMSI> := <Truncated AMF set ID><Truncated AMF Pointer><Truncated 5G-TMSI>.

· <Truncated AMF set ID> = :n LSBs of AMF Set ID, where n is no greater than 10 bits.

· <Truncated AMF Pointer> := m LSBs of AMF Pointer, where m is no greater than 6 bits.

· <Truncated 5G-TMSI> := (40-n-m) LSBs of 5G-TMSI.

The values n and m are configurable based on network deployment. The value n+m shall be larger or equal to 8 bits.

NOTE: 
Depending on network deployment it is up to operator configuration to ensure that Truncated AMF Set ID and Truncated AMF Pointer identify the AMF uniquely, and that Truncated 5G-TMSI identifies the UE uniquely within the serving AMF. 

The NG-RAN is configured with the values n and m, and it is configured with how to recreate AMF Set ID from Truncated AMF Set ID, AMF Pointer from Truncated AMF Pointer, and 5G-TMSI from Truncated 5G-TMSI.  The configuration of these parameters are specific to each PLMN.
The NG-RAN configures the UE with n and m during RRC connection reconfiguration as described in TS 36.331. The configuration applies only to the registered PLMN.

”
According to the LS, SA2 has agreed a solution to truncate 5G-S-TMSI dynamically. The NG-RAN will be configured with n and m for truncation of 5G-S-TMSI locally, and the NG-RAN will notify the n and m to the UE in RRC reconfiguration message so that the UE knows how to truncate the 5G-S-TMSI. When receiving truncated 5G-S-TMSI from the UE, the RAN will recreate full 5G-S-TMSI according to configured m and n. m and n are specific to each PLMN.
However, there is a security issue:

For the UE using CP CIoT 5GS Optimisation, AS security is not activated, so, n and m are not protected, and may be modified or tampered by the attacker. Thus, the n and the m may be out of sync between UE and the NG-RAN if the attacker configures a wrong n and m to the UE. The NG-RAN may always recreate wrong 5G-S-TMSI causing unavailable of the CP relocation feature, which is a DoS attack for the CP relocation feature.
Observation 1: CP relocation feature may be DoS by attacker if n and m are sent unprotected to the UE.
Since m and n are specific to each PLMN, all of the NEs in the PLMN will only share one configuration. Besides, UE using CP CIoT 5GS Optimisation has NAS security, it is proposed to send the m and n to the UE in the protected registration accept message when the UE triggers initial registration.
Proposal 1: M and n are included in the protected message, such as registration accept message, and endorse S3-194099.
Proposal 2: Endorse replied LS S3-194100 to SA2 for security issue and proposal about truncation of 5G-S-TMSI.
4 Detailed proposal
Observation 1: CP relocation feature may be DoS by attacker if n and m are sent unprotected to the UE.
Proposal 1: M and n are included in the protected registration accept message when the UE triggers initial registration, and endorse S3-194099.
Proposal 2: Endorse replied LS S3-194100 to SA2 for security issue and proposal about truncation of 5G-S-TMSI.
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