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1
Decision/action requested

This contribution proposes to delete the EN in solution 2.4.
2
References

 N/A.
3
Rationale





This contribution proposes to address the Editor’s Note on the NAS procedure and add corrections. The solution changes the uplink authentication response message with unified format for successful authentication, MAC failure and sync failure.
4
Detailed proposal

*************** Start of Change ****************
6.2.3.3
Evaluation

This solution enables the network to mitigate the Linkability attacks. 

When the UE receives the authentication request message, UE generates authentication response with unified format for successful authentication, MAC failure and sync failure. Successful authentication can be distinguished through verification of RES* in AMF. MAC failure and sync failure can be differentiated through verification of AUTS in UDM. This solution modifies the authentication response message.  
The attackers are unable to get the failure type with the authentication response message. This solution impacts the visited network.


*************** End of Change ****************
