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1. Overall Description:

RAN3 started a new Rel-16 study item on enhancement for disaggregated gNB and discussed how to support UE connectivity to multiple gNB-CU-UPs that belong to different security domains.

From RAN3 point of view, the gNB-CU-UPs connected to the same gNB-CU-CP may be in different security domains. 

The requirement in Rel15 is that, if a UE connects to multiple gNB-CU-UPs, these gNB-CU-UPs shall be in the same security domain. However, as described above, it may be necessary to enable a scenario where a UE is connected to two gNB-CU-UPs located in different security domains.
Comment: If a UE connects to multiple gNB-CU-UPs and the CU-UPs happen to be in different security domains, the same UP integrity and UP encryption keys (i.e. Kupint and Kupenc) should not be used in all CU-UPs. One security domain operator would be able to decode the encrypted data in another domain. This is a security risk and should not be allowed.
For example, different gNB-CU-UPs can be deployed physically far from each other, e.g. collocated with the gNB-DU, or deployed in central data centre. In this case, one UE may connect simultaneously to multiple gNB-CU-UPs which belong to different security domain (refer to Appendix).
Another example is that CU-UPs handled or operated by a 3rd party may not have the same level of trust even if deployed at the same physical location, which means the CU-UPs may be in different security domain.
Comment: If CU-UPs are operated by 3rd party, it becomes all the more important to protect the UP data in different domains with separate UP keys. A general and easier method to follow may be based on extending the dual connectivity approach to multi-connectivity. Similar to dual connectivity scheme, when the UE establishes connectivity with different CU-UPs in different security domains, the gNB-CU-CP can derive a new KgNB for that security domain and further derive the Kupint and Kupenc to be used in that security domain.  

See the Appendix below for the security domain handling and key generation proposal.
2. Actions:

To SA3:
ACTION: RAN3 respectfully invites SA3 to consider security mechanism for the above scenario.
3. Date of Next TSG-RAN3 Meetings:

TSG-RAN3 Meeting #105bis
14th – 18th October 2018
Chongqing, P.R. China
TSG-RAN3 Meeting #106
18th – 22th November 2018
Reno, NV, USA
4. Appendix:


[image: image1.emf]CU-CP

DU

5GC

UE

CU-UP2

CU-UP1

Derive KgNB, 

Kupenc, Kupint 

with a security 

domain counter=2

Derive KgNB , 

Kupenc, Kupint 

with a security 

domain counter=1


Figure 1. Example of multi-gNB-CU-UP connection. gNB-CU-UP1 is collocated with the DU, providing latency sensitive service, while gNB-CU-UP2 is deployed in data centre, providing bandwidth sensitive service.
Conclusion: For disaggregated CU-Ups in different security domains,  the UP data in different domains with separate UP keys. A key derivation scheme based on extending the dual connectivity approach to multi-connectivity is proposed. When the UE establishes connectivity with different CU-UPs in different security domains, the gNB-CU-CP can derive a new KgNB for that security domain and further derive the Kupint and Kupenc to be used in that security domain. 
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