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1	Decision/action requested
This pCR proposes a solution to enable UE not to connect to false base stations which broadcast wrong SIBs during handover execution procedure based on verification of SIBs hashes.
2	References
[1]	3GPP TR 33.809 V0.1.0, Study on 5G security enhancements against false base stations
[2]	3GPP TS 38.331 V15.4.0, Radio Resource Control (RRC)
3	Rationale
[bookmark: OLE_LINK9]In solution 4, the verification of MIB/SIB1 hashes is used to prevent a UE from handing over to a FBS. In this contribution, the verification of hashes of additional SIBs is proposed. Since a FBS may also launch attacks through modifying SIs in other SIBs, e.g. tampering cell reselection information or public warning information, this contribution provides better detection of FBS.  
4	Detailed proposal
**** Start of pCR to TR 33.809****

6.Y Solution #Y: Preventing UE from Connecting to FBS
6.Y.1	Introduction  
This solution addresses the second security requirement in the following key issue:
-	Key issue #3: network detection of false base stations (Second security requirement: 5G system should be able to employ methods to prevent UEs from connecting to false base stations).
[bookmark: OLE_LINK8]This solution is simply an extension to solution 4. 
In solution 4, the verification of MIB/SIB1 hashes is used to prevent a UE from handing over to a false base station. In this solution, the verification of hashes of additional SIBs is proposed. This is to protect UE and provide better detection for other attacking scenarios. An 
FBS may launch attacks through modifying SIs in other SIBs, e.g. tampering cell reselection information or public warning information, FBS will not be detected if other SIBs are unchecked.
6.Y.2	Solution details  
In RRC-CONNECTED mode where a UE is attempting to handover to a target cell, the target cell should provide the hashes of all SIBs during the preparation phase. The UE stores the received hashes of the target cell, using for later verification.
The UE may receive some SIBs of the target cell during the handover execution phase or after the handover execution phase. Once receiving any SIB, the UE should compute the hash of received SIB, and compare that with the corresponding stored one. If any mismatch found, the UE should stop the ongoing procedure, and leave the cell and try to re-establish with the original serving cell or other cells.
6.Y.3	Evaluation 
This solution can prevent a UE from connecting to FBS during handover execution procedure or allows a UE to disconnect from a FBS after handover procedure.
**** END OF CHANGES ****

