3GPP TSG-SA3 Meeting #97 
S3-194017
Reno,US, 18 – 22 November 2019












Revision of S3-19xxxx
Source:
T-Mobile USA Inc.
Title:
DTR 33.848, Key Issue #17 Clause 5.18.3
Document for:
Approval

Agenda Item:
8.10
1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· This contribution proposes a potential security requirements for the 3GPP network to isolate and protect the software catalogue and associated image exposure in a secure environment.
4
Detailed proposal

5.18
Key Issue 17: Software Catalogue Image Exposure.

5.18.3
Potential security requirements
The software package and the artefacts within the package of a virtualized 3GPP NF shall be integrity protected by the vendor’s signature. Solutions to this requirement required outside 3GPP.

The software package and the artefacts within the package of a virtualized 3GPP NF and the software catalogue holding its image should be integrity protected after its onboarding. Solutions to this requirement required outside 3GPP.

The software package and the artefacts within the package of a virtualized 3GPP NF containing sensitive information shall support confidentiality protection. Solutions to this requirement required outside 3GPP.

Software package and artefacts within the package of a virtualized 3GPP NF shall be bound to a specific network after onboarding, such that unauthorized software cannot be instantiated even if it has valid vendor certificate. Solutions to this requirement required outside 3GPP.

The software catalogue and associated image exposure should be isolated and protected in a secure environment.  

