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1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· This contribution proposes an explicit potential requirement for the 3GPP network to prevent and detect unauthorized VNF host spanning.
4
Detailed proposal

5.15
Key Issue 14: VNF Host Spanning

5.15.3
Potential security requirements

All control plane data in transit between hosts should be sent over an encrypted and authenticated channel using non-proprietary protocols. User plane traffic between hosts may be protected. Solutions to this requirement required outside 3GPP.

Note: It is assumed that the 3GPP layer does not need explicit real-time confirmation of the status of the host to host layer encryption (intra VNF). 3GPP layer security in 3GPP TS 33.501 [6] already covers VNF to VNF security (e.g. AMF to SMF).

The 3GPP network (e.g., NFV Management and Orchestration Function) should prevent and detect unauthorized VNF host spanning.
