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1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· This contribution proposes explicit potential security requirements for the 3GPP network to be able to attest to the trustworthiness of VNFs or the NFVI.
4
Detailed proposal

5.14
Key Issue 13: Attestation at 3GPP Function level

5.14.3
Potential security requirements

It shall be possible to attest a virtualized 3GPP NF through the full attestation chain from the hardware layer through the virtualization layer to the VNF layer. Solutions to enable this requirement potentially required both inside and outside 3GPP.

Attestation of a platform(s integrity should be linked to the application layer and possible for other functions to query. If platform attestation fails the virtualized 3GPP NF should not be allowed to run. Solutions to enable this requirement potentially required both inside and outside 3GPP.

Attestation should be performed prior to deployment/network integration and during operations.
Attestation should be done at a minimum at the hardware, virtualization, and NF layers.  
The 3GPP network (e.g., NFV Management and Orchestration Function) should manage NF attestation.  
