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1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· This contribution proposes an explicit potential requirement for the 3GPP network to be able to control the data center location and routing in order to provide security attestation, provide commensurate security needed for services, and meet legal/regulatory needs of the operator.
4
Detailed proposal

5.13
Key Issue 12: Where the is my function
5.13.3
Potential security requirements

It should be possible to deploy a VNF to a host that provides specific security resources (e.g. HMEE, secure compute, secure memory) in order to bind a VNF to a specific host or group of hosts. Solutions to enable this requirement potentially required both inside and outside 3GPP.

Note: 3GPP need to identify specific security resources which need to be supported and requestable from MANO.  

These controls should be verified by secure hardware backed attestation of the health and security of the host.  Controls should be verified and enforced at boot time and each time a function is migrated. Solutions to enable this requirement potentially required both inside and outside 3GPP.
The 3GPP network should manage the physical location (e.g., data center location) of the VNFs and sub-compoents) and routing to provide the attestation that the VNF/sub-components provided a commensurate level of security to match the requirements of the service or to meet legal/regulatory requirements. 
Note:  This requirement relies on the VNF trusting the virtualisation layer to implement the rules applied.

