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1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· This contribution proposes an explicit potential requirement for the 3GPP network to manage key storage and confidential data access to protect against compromise.
4
Detailed proposal

5.12
Key Issue 11: Where are my Keys and Confidential Data

5.12.3
Potential security requirements

It should be possible to deploy a VNF to a host that provides specific security resources (e.g. HMEE, secure compute, secure memory) in order to bind a VNF to a specific host or group of hosts. Solutions to enable this requirement potentially required both inside and outside 3GPP.

Note: 3GPP need to identify specific security resources which need to be supported and requestable from MANO.

Binding should be verified by secure hardware backed attestation of the health and security of the host.  Controls should be verified and enforced at boot time and each time a function is migrated. Solutions to enable this requirement potentially required both inside and outside 3GPP.

Note:  This requirement relies on the VNF trusting the virtualisation layer to implement the rules applied.

The 3GPP network (e.g., NFV Management and Orchestration Function) should manage (e.g., assign/log bindings) key storage and confidential data in a manner that provides the highest level of protection against data compromise.
