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1
Decision/action requested

Agree to proposed potential security requirements.
2
References

None.
3
Rationale

· This contribution adds a potential security requirement for the Security Edge Protection Proxy (SEPP) to reduce the threat of cascading network failure and/or software vulnerabilities.  


4
Detailed proposal

5.5
Key Issue 4: Common Software Environment

5.5.3
Potential security requirements

Solutions to key issue 4 should increase assurance that a software vulnerability in one virtualised 3GPP NF does not affect other virtualised 3GPP NFs using the same software platform. Solutions to this requirement required both inside and outside 3GPP.

Network interfaces should be locked down so that they only accept a restricted number of expected protocols. Solutions to this requirement required both inside (SCAS) and outside 3GPP.

Network management should be secured and should only be allowed from authorised devices and/or networks.  Multi-factor authentication should be used to log into administrator accounts. Solutions to this requirement required both inside (SCAS) and outside 3GPP.
Network security functions (e.g., SEPP) should manage (e.g., initiate, update, modify, terminate) different or changing software and/or execution environments to reduce the threat of cascading network failure and/or software vulnerabilities and be isolated from the functions they are protecting.
