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Foreword
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
[bookmark: _Toc456274600][bookmark: _Toc24100758][bookmark: historyclause]
1	Scope
Editor's Note: This clause will outline that the present document contains the security architecture, requirements and solutions for 5G to support the advanced V2X services. 
	
[bookmark: _Toc456274601][bookmark: _Toc24100759]2	References
[bookmark: _Toc456274602]The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[bookmark: _Toc24029378][bookmark: _Toc24030522][bookmark: _Toc24100760]3	Definitions of terms, symbols and abbreviations
This clause and its three subclauses are mandatory. The contents shall be shown as "void" if the TS/TR does not define any terms, symbols, or abbreviations.
[bookmark: _Toc24029379][bookmark: _Toc24030523][bookmark: _Toc24100761]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc24029380][bookmark: _Toc24030524][bookmark: _Toc24100762]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc24029381][bookmark: _Toc24030525][bookmark: _Toc24100763]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: _Toc456274606][bookmark: _Toc24100764]4	Overview of V2X architecture 
[bookmark: _Toc24100765]4.1	General
Editor's Note: This clause gives the overview of the present document including assumptions that this document might have and the V2X architecture. 

[bookmark: _Toc24100766]5	Security for V2X over NR based PC5 reference point
[bookmark: _Toc435180231][bookmark: _Toc456274610][bookmark: _Toc24100767]5.1	General
Editor's Note: This clause generally explains what to be specified in the following clauses.

[bookmark: _Toc435180232][bookmark: _Toc456274611][bookmark: _Toc24100768]5.2	Common security 
[bookmark: _Toc24100769]5.2.1	General
Editor's Note: This clause outlines the general aspect of common security procedures. 
[bookmark: _Toc24100770]5.2.2	Security and privacy requirements
Editor's Note: This clause lists up the requirements that can commonly apply for all the modes over NR based PC5 reference point
[bookmark: _Toc24100771]5.2.3	Security and privacy procedures
Editor's Note: This clause specifies mechanisms that can meet the requirements captured in 5.2.2 

[bookmark: _Toc24100772]5.3	Security for unicast mode
[bookmark: _Toc24100773]5.3.1	General
Editor's Note: This clause outlines the general aspect of unicast security procedures. 
[bookmark: _Toc24100774][bookmark: _GoBack]5.3.2	Security and privacy requirements
Editor's Note: This clause lists up the requirements that can apply for the unicast mode over NR based PC5 reference point
[bookmark: _Toc24100775]5.3.3	Security and privacy procedures
Editor's Note: This clause specifies mechanisms that can meet the requirements captured in 5.3.2 
[bookmark: _Toc24100776]5.4	Security for groupcast mode
[bookmark: _Toc24100777]5.4.1	General
Editor's Note: This clause outlines the general aspect of groupcast security procedures. 
[bookmark: _Toc24100778]5.4.2	Security and privacy requirements
Editor's Note: This clause lists up the requirements that can apply for the groupcast mode over NR based PC5 reference point
[bookmark: _Toc24100779]5.4.3	Security and privacy procedures
Editor's Note: This clause specifies mechanisms that can meet the requirements captured in 5.4.2 

[bookmark: _Toc24100780]5.5	Security for broadcast mode
[bookmark: _Toc24100781]5.5.1	General
Editor's Note: This clause outlines the general aspect of broadcast security procedures. 
[bookmark: _Toc24100782]5.5.2	Security and privacy requirements
Editor's Note: This clause lists up the requirements that can apply for the broadcast mode over NR based PC5 reference point
[bookmark: _Toc24100783]5.5.3	Security and privacy procedures
Editor's Note: This clause specifies mechanisms that can meet the requirements captured in 5.5.2 

[bookmark: _Toc24100784]6	Security for V2X over Uu reference point
[bookmark: _Toc24100785]6.1	General
Editor's Note: This clause generally explains what to be specified in the following clauses.
[bookmark: _Toc24100786]6.2	Security and privacy requirements
Editor's Note: This clause lists up the requirements that can apply for the Uu connectivity
[bookmark: _Toc24100787]6.3	Security and privacy procedures
Editor's Note: This clause specifies mechanisms that can meet the requirements captured in 6.2 
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