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1
Decision/action requested

This contribution analyses the issue of registration failure with AMF re-allocation via direct NAS reroute. SA3 is kindly requested to endorse the proposals in this contribution regarding solving the issue.
2
References

 [1]
3GPP TS 33.501 v15.6.0
3
Rationale

Clause 4.2.2.2.3 in 23.502 defines registration with AMF reallocation. AMF reallocation option (A), i.e. direct NAS reroute, specifies that the initial AMF shall forward the registration request message along with UE security context directly to the target AMF. The target AMF based on local policy may decide to use the received UE security or to perform authentication. If the initial AMF and the UE have performed NAS SMC, and if the target AMF decide to perform authentication, the registration may fail, as explained in following figure:
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The initial AMF has to perform NAS SMC with UE in following cases:

· SUCI is included in Registration Request message hence authentication needs to be performed;

· Re-authentication is triggered based on local policy of the initial AMF;

· AMF recovery occurred;

· The source AMF performs horizontal derivation, which triggers the initial AMF to perform NAS SMC.
After NAS SMC, the UE will discard the unprotected authentication request message. This is specified in TS 24.501 sub-clause 4.4.4.2 as following:
“Once the secure exchange of NAS messages has been established, the receiving 5GMM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall discard that message.”

When AMF reallocation occurs, if target AMF decides to re-authenticate the UE based on local policy, according to above analysis, the UE will be rejected to register to the network due to no response to the re-authenticatoin procedure.
3
Proposals

The issue shall be addressed in release 15 and release 16, and solution shall not impact UE.
SA3 is kindly requested to endorse the above proposals. 
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