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1
Decision/action requested

This pCR proposes to add the conclusion of key issue#2.
2
Rationale

This pCR propose to add the conclusion of key issue#2. 
There are several solutions addressing key issue#2, including the following:

Solution#7: Verification of authenticity of the cell;
Solution#9: Using symmetric algorithm with assistance of USIM and home network;

Solution#11: Certificate based solution against false base station;

Solution#12: ID based solution against false base station;

Solution#14: Shared key based MIB/SIBs protection.

These 5 solutions can be classified into 2 categories: signature based solution and shared key based solution. 

Anlysis of shared key based solution (Solution#14)

In the shared key based solution, UE reports the hash of the MIB/SIBs it has read to access the network, to the gNB after it has established an AS security context. When gNB receives the hash value and it verifies the correctness of the hash. If the verification fails, the gNB indicates the mismatch and in addition provides the MIB/SIBs, to the UE.

The shared key based solution (solution#14) provides the the verification after AS SMC, and only addresses the cases that false gNB modifies some of the SIB/MIB which doesn’t impact UE to connect to the genuine gNB. However it can not address other attackes, for example, when the gNB modifies the cell selection SIB, the UE can not verify the modification, and will suffer the DoS attacker. 
Besides, SA3 already agreed in the security requirement in key issue#2 that, “5G system should provide a means to ensure a UE in any RRC state is able to determine the authenticity of system informations obtained from a cell.” Obviously, the solution #14 can not protect UE “in any RRC state”. 

Anlysis of signature based solution (Solution#7, #9, #11, #12)

Signature based solution makes the UE verify the signature carried in the SIB when it receives the SIB, thus UE can determine the authenticity of system information. Therefore the security requirement in key issue#2 is fulfilled. 
Meanwhile, there still are some drawbacks in the signature based solution. We will not analyse every single solution here, but will consider the common issues of this kind of solutions based on signature. 
1) Overhead issue: 

All the signature based solution has the overhead issue, since the signature is needed to verify the SI. It is suggested here to solve this issue generally and not specific to any solution. Besides, Solution#7 already gives one possibility to decrease the overhead, which could be one potential solution. Besides, overhead is not a concern from security perspective.
Proposal 1: It is suggested to address the overhead issue as an independent issue in the normative phase.
2) Replay issue: 

In solution#7, the time counter is used as the input of the signature and used to mitigate the replay attack. However, it is not clear how both the gNB and the UE could access to an accurate UTC timer. RAN2 is now working on 2 running CRs[1][2] on the support of NR Industrial IoT, in which the time sensitive communcation is supported in 5G system. To support strict synchronization accuracy requirements of TSC applications, the gNB may signal 5G system time reference information to the UE using unicast or broadcast RRC signalling with a granularity of 10ns. With this “ReferenceTimeInfo” IE added [1], UE could get an accurate 5GS time when it camps on the genuine gNB. 

Therefore, the replay attack mitigation method in solution#7 is valid after 5GS supports time sensitive communication in R16. 

Proposal 2: It is suggested that the replay attack should be mitigated as much as possible and it is acceptable to use the replay attack mitigation method in solution#7 since gNB will support indicating the system time in SIB in R16.
3) Key provisioning:
Key provision should has the least impact to the current protocol and should be easy to standardized. So it is suggested to focus on the NAS based solution for key provisioning in the normative work. 
Proposal 3: It is suggested to focus on NAS based solution for key provisioning in the normative phase.
Proposal 4: It is suggested that signature based broadcast message protection solution should be the basis of the normative work. 
3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR.
4
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[1] R2-1909364  Running CR for support of NR Industrial IoT WI (TS38.331, R16)

[2] R2-1911545  Stage-2 running CR for support of NR Industrial IoT WI (TS38.300, R16)
********************** First Change ****************************

7
Conclusions

7.1
Conclusion for Key issue#2

There are several solutions addressing key issue#2, including the following:

Solution#7: Verification of authenticity of the cell;
Solution#9: Using symmetric algorithm with assistance of USIM and home network;

Solution#11: Certificate based solution against false base station;

Solution#12: ID based solution against false base station;

Solution#14: Shared key based MIB/SIBs protection.

These 5 solutions can be classified into 2 categories: signature based solution and shared key based solution. 

Anlysis of shared key based solution (Solution#14)

In the shared key based solution, UE reports the hash of the MIB/SIBs it has read to access the network, to the gNB after it has established an AS security context. When gNB receives the hash value and it verifies the correctness of the hash. If the verification fails, the gNB indicates the mismatch and in addition provides the MIB/SIBs, to the UE.

The shared key based solution (solution#14) provides the the verification after AS SMC, and only addresses the cases that false gNB modifies some of the SIB/MIB which doesn’t impact UE to connect to the genuine gNB. However it can not address other attackes, for example, when the false gNB modifies the cell selection SIB, the UE can not verify the modification, and will suffer the DoS attacker. 

Besides, SA3 already agreed in the security requirement in key issue#2 that, “5G system should provide a means to ensure a UE in any RRC state is able to determine the authenticity of system informations obtained from a cell.” Obviously, the solution #14 can not protect UE “in any RRC state”. 

Anlysis of signature based solution (Solution#7, #9, #11, #12)

Signature based solution make the UE verify the signature carried in the SIB when it receives the SIB, thus UE can determine the authenticity of system information. Therefore the security requirement in key issue#2 is fulfilled. 

Meanwhile, there still be some drawbacks in the signature based solution. We will not analyse eery single solution here, but will consider the common issues of this kind of solutions. 
1) Overhead issue: 

All the signature based solution has the overhead issue, since the signature is needed to verify the SI. It is suggested here to solve this issue generally and not specific to any solution. Besides, Solution#7 already gives one possibility to decrease the overhead, which could be one potential solution. 
Besides, overhead is not a concern from security perspective.
Proposal 1: It is suggested to address the overhead issue as an independent issue in the normative phase.
2) Replay issue: 

In solution#7, the time counter is used as the input of the signature and used to mitigate the replay attack. However, it is not clear how both the gNB and the UE could access to an accurate UTC timer. RAN2 is now working on 2 running CRs[1][2] on the support of NR Industrial IoT, in which the time sensitive communcation is supported in 5G system. To support strict synchronization accuracy requirements of TSC applications, the gNB may signal 5G system time reference information to the UE using unicast or broadcast RRC signalling with a granularity of 10ns. With this “ReferenceTimeInfo” IE added [1], UE could get an accurate 5GS time when it camps on the genuine gNB. Therefore, the replay attack mitigation method in solution#7 is valid in some specific scenario after 5GS supports time sensitive communication in R16. 
Proposal 2: It is suggested that the replay attack should be mitigated as much as possible and it is acceptable to use the replay attack mitigation method in solution#7. 
3) Key provisioning:

Key provision should has the least impact to the current protocol and should be easy to standardized. So it is suggested to focus on the NAS based solution for key provisioning in the normative work. 
Proposal 3: It is suggested to focus on NAS based solution for key provisioning in the normative phase.

Proposal 4: It is suggested that signature based broadcast message protection solution should be the basis of the normative work. 

Summary of the conclusion for key issue#2: 
Proposal 1: It is suggested to address the overhead issue as an independent issue in the normative phase.
Proposal 2: It is suggested that the replay attack should be mitigated as much as possible and it is acceptable to use the replay attack mitigation method in solution#7.
Proposal 3: It is suggested to focus on NAS based solution for key provisioning in the normative phase.
Proposal 4: It is suggested that signature based broadcast message protection solution should be the basis of the normative work. 
********************** End of pCR********************
