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1
Decision/action requested

This pCR proposes to remove one Editor’s Note for key issue#9.
2
Rationale

In last SA3#96adhoc meeting, there was an Editor’s Note is added: 

Editor’s Note: The impact on IP packet size due to variable length padding is FFS
In R15, one PDCP SDU is one IP packet from upper layer, since PDCP layer does not support segmentation/concatenation functionality. 
Theoretically, the maximum size of IP packet is 65535 byte, however, the MTU (maximum transmission unit) is usually configured as no bigger than 1500byte. The PDCP packet size is around 9000byte, with the padding added (256byte at maximum), the maximum size of PDCP packet would not be exceeded. Thus, the IP packet size would not be impacted. 
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Fugure 1. Layer 2 data flow (From TS38.300, Clause 6.6)

3
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR.
********************** First Change ****************************

6.9
Solution #9: Adding padding in the data part
6.9.1
Introduction
This solution addresses key issue #5.

The aLTEr attack mentioned in [5], an active attack called "user data redirection" is proposed, in which the attacker could change the DNS packet address even when the packet is encrypted. 

The proposed issue is caused by adequate of integrity protection. When there is no UP IP, the attacker could change the destination address even the encryption is used. The solution is proposing to add some random length padding, thus the attacker would not know which part is the destination address when the validation time is limited to a tight higher bound.  

6.9.2
Network options affected
This solution is applicable to the following network options:

- Option 2 - NR standalone with 5G Core

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

6.9.3
Solution Description

5G NR PDCP PDUs shall be formatted as mentioned in 3GPP TS 38.323 section 6.2.2. Hence, each PDCP data PDU will be composed of PDCP SN, data payload and an optional 4B MAC-i payload. As per spec, data unit that is ciphered is the data part of the PDCP Data PDU except the SDAP header if included in the PDCP SDU, and the MAC-I. 
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Fig 6.x.3-1 PDCP data PDU format (refer to TS38.331)

In a new implementation, it is possible to add padding bytes to data part(The data part includes the IP header and will be encrypted).  These padding bytes and the Padding Size LI can be part of the cipher payload.  One example of such an implementation is as follows:

 -
One of the "R" bits in the PDCP header can be used to indicate if Padding is included.

-
One of the "R"bits in the PDCP header can be used to indicate the whole length of the PDU.

-
Padding Size is added at the octet "N-4".  It can range from 0 - 255 octets. The first half is used to indicate how many bits is added before the data part, and the second half is used to indicate how many bits is added after the data part. 

-
Non-Zero Initialized Padding Bytes (based on Padding Size) are added after the data part of the PDCP PDU.

-
Transmit PDCP entity can determine "randomly" a value from 0 – 255 bytes of padding.  

In some implementations, padding size could be limited to a maximum of "x" % of the original PDCP PDU to avoid wasting bandwidth. Padding could be configured by the network in RRC Signaling.
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Fig 6.9.3-1. New PDCP data PDU format 

With this mechanism, the attacker could not know where to put the offset since all the data part is encrypted and the destination address is not in the first few bits anymore. However, the attack could still try [the lengthe of the padding] times to verify where exactly the true data part. So the solution could be enhanced with adding the limitation of validation times. Thus even if the attacker doesn't corrupt the padding, they'll just end up corrupting the SDU itself unless they guess exactly the right offset.

6.9.4
Solution Evaluation

Editor's Note: This solution doesn't work when confidentiality is not used.

Editor's Note: Further evaluation is FFS.

********************** End of pCR********************
