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1
Decision/action requested

Approve the proposed PCR to TR 33.836
2
References

3
Rationale

This contribution updates the evaluation for the solution #4 and aims to resolve the following EN:

Editor’s Note: The complexity of adding partial ciphering to the DSMC compared against the benefits of combining security update and link layer update is FFS.
4
Detailed proposal

*********************************************** Start of Changes ************************

6.4.3
Evaluation
Solution #4 addresses key issue #1: Privacy protection for unicast messages over PC5 requirements.

This solution mitigates trackability and linkability attacks by enabling both UEs to update their L2 ID and the Kd session ID simultaneously. It also enables the UE to avoid having its previously used L2 identifier being indirectly associated with the Kd session ID and/or with its peer UE’s L2 ID.

Solution #4 adheres to Rel-16 eV2X architecture.


During a unicast communication, there is a need to periodically run the Rekeying procedure and the Link Identifier Update procedure. In some cases, these procedures, involving exchange of signalling messages between the peer UEs, need to be executed one after another. In these scenarios, adding the Link Identifier Update functionality to the Rekeying procedure considerably reduces the signalling load between two peers and the associated signaling overhead by avoiding the execution of two procedures one after the other (e.g., back to back).

This improvement, while reducing the signalling overhead, comes with the cost of having to partially cipher the DSM Command message since the new IDs have to be exchanged confidentiality protected. For that, the initiating UE sends the DSM Command message with the existing IEs (e.g. Sequence Number, UE Security Capabilities, etc.) in cleartext, as usual. Only the new L2 IDs and new Kd session ID, added to the DSM Command message, are ciphered using the existing security context.  The whole DSM Command message is integrity protected.

Hence, the incremental complexity of doing partial ciphering on the UE is minimal and justified due to the savings achieved by the reduction of signaling overhead between the UEs.
*************************************************** End of changes ******************************
