3GPP TSG-SA3 Meeting #97 
S3-193957

Reno,US, 18 – 22 November 2019





Source:
3GPP SA3-LI
Title:
N9HR Regulatory Obligations
Document for:
Information, Discussion

Agenda Item:
6.1
3GPP SA3LI#74bis
S3i190548
September 4-6, 2019; Basking Ridge, NJ, USA    








Title:
N9HR Regulatory Obligations
Response to:
-
Release:
Release 16
Source:
SA3LI
To:
SA3
Cc:
ETSI TC LI, GSMA FSAG, SA2, SA
Contact Person:


Name:
Gerald McQuaid
E-mail Address:
gerald.mcquaid@vodafone.com
Send any reply LS to:
3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 


1. Overall Description:

3GPP SA3LI is defining details of lawful interception (LI) using N9HR. In addition, ETSI TC LI will also require the ability to maintain lawful disclosure (LD) capability. SA3LI solutions need access to unencrypted IMS signalling (e.g. signalling packets) in the VPLMN for all inbound roamers in order to meet LI obligations. However, SA3LI consider that the 4G solution of turning confidentiality protection off entirely for all inbound roaming user which, while meeting LI requirements, is undesirable in Release 16 from a privacy perspective. 

Therefore, for R16 SA3LI require a solution where IMS Signalling (e.g. signalling packets) and media can be accessed at a point in the VPLMN but otherwise ensures confidentiality at all other points between the UE and IMS Core. For example, a back to back encryption proxy in the UPF or other NF identified by SA3 could meet this requirement.
2. Actions:

To SA3 group.

ACTION: 
Develop a cryptographic solution for IMS that allows access to IMS signalling and media for inbound roamers in the VPLMN while otherwise minimising privacy impacts.
3. Date of Next TSG-SA WG3LI Meetings:

SA3LI#75-LI                     29 Oct – 01 Nov 2019    West Palm, US
SA3LI#76-LI                     28-31 Jan 2020 Sophia Antipolis, FR



