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Decision/action requested

Approve the PCR to TR 33.819
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Rationale

This contribution adds text and explanation to the evaluation of the Hash based solution for CAG ID privacy. 
In particular, this contribution addresses the line in the Evaluations of Solution #12 which states that Solution 12 does not prevent passive attacks from the members of the same CAG ID group using their knowledge of CAG ID.

When a UE is enrolled in a particular Close Access Group (CAG), such UE becomes entrusted with some information. When this UE is using the entrusted information to mount an attack (e.g., on privacy or on confidentiality) against the CAG or against members of that CAG (i.e., UEs), such attack is using insider knowledge and has to be classified as an insider attack.

By definition, a 'trusted insider' is any entity that has been given access to an organizational entity's ICT systems and/or physical premises.

An insider threat is a malicious threat to an organizational entity that comes from entities within the organization that have inside information concerning the organizational entity's security practices, data, and ICT systems.
Observation 1: the UE that has been enrolled and authorised to be a member of CAG is an insider to that CAG. That UE has the specialized knowledge (e.g., CAG ID of that particular CAG) that UEs and other entities outside of that CAG do not possess.
Observation 2: the knowledge of CAG ID is not available to entities outside of the CAG. If an insider carries an attack on confidentiality or privacy using the insider knowledge that is not available to entities outside of the CAG, such attack is classified as insider attack. 
Proposal 1: In the Evaluation for Solution 12, add classification “insider” to the description of the UE and to the description of their knowledge of CAG ID.
Proposal 2: Consider such passive insider attacks as requiring specialised knowledge of CAG ID that is not available to entities outside of the group (i.e., CAG), and, therefore, a  corner case, not a general passive attack on OTA parameter confidentiality/privacy. 

4
Detailed proposal

*********************************************** Start of Changes ************************

6.12.3
Evaluation
Solution #12 addresses PNiNPN related key issue #6.2: CAG ID privacy and associated potential security requirements protecting against passive attacks (e.g., eavesdropping) on CAG ID confidentiality and privacy over unicast or broadcast messages. 

This solution provides a method for protection of the CAG ID(s) transmitted during broadcast/CAG cell selection and in UL AS signalling during access control procedure.

Solution #12 does not prevent passive, insider, attacks from the members of the same CAG ID group that are using their insider knowledge of CAG ID, considered here as a corner case.
*************************************************** End of changes ******************************
