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1
Decision/action requested
This contribution proposes a solution to mitigate the linkability attack in TR 33.846.
2
References

N/A
3
Rationale





This contribution proposes to address the Editor’s Note and add evaluation. The comparision between the format in the existing message and proposed solution is given to clarify the changes.
4
Detailed proposal

*************** Start of the 1st Change ****************
6.2.3
Solution #2.3: Mitigate the linkability attack

6.2.3.1
Introduction

This solution addresses the aspect of “breach of the user’s untraceability” in Key Issue #3.1 “Mitigation against the linkability attack”.
6.2.3.2
Solution details

The authentication response message shall have the uniform format to protect the user privacy.
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Figure 6.2.3: Authentication procedure for 5G AKA
When the UE receives the authentication request message from the AMF/SEAF, it shall send unified authentication response message with same format in the following scenarios. The message includes three part: RES*, AUTS, and a cause value. The cause value in these three cases can be the same value. 
Case A: If the verification of the AUTN passes, the UE shall generate the authentication response message containing a RES* calculated according to Annex A.4 in TS 33.501 [2], in which a pseudo AUTS and a cause value are also included. The pseudo AUTS is generated with random numbers. 
Case B: If the UE determines the SQN to not be in the correct range, it shall generate the authentication response message containing an AUTS calculated according to Clause 6.3.3 in TS 33.102 [3], in which a pseudo parameter RES* and a cause value are also included. The pseudo RES* is generated with random numbers.
Case C: If the MAC failure occurs, the UE shall generate the authentication response message containing a  cause value, in which a pseudo RES* and AUTS are slao included. The pseudo RES* and AUTS are generated with random numbers.
The above authentication response message with the same format is then sent to the AMF/SEAF. 

Once the AMF/SEAF receives the authentication response message, it shall interact with the AUSF according to the verification of authentication response message, which is as specified in the following:

-
If the AMF/SEAF determines the HRES* is correct, it shall send a Nausf_UEAuthentication_Authenticate Request message containing the parameter RES* to the AUSF. The following procedure shall be performed according to Clause 6.1.3.2 in TS 33.501 [2]. 

-
 Otherwise, the AMF/SEAF shall send a Nausf_UEAuthentication_Authenticate Request message containing the AUTS to the AUSF. The AUSF shall then send a Nudm_UEAuthentication_Get Request to the UDM containing the AUTS. If the verification of AUTS passes, the UDM shall update the SQN and generate a new AV, and then send it back to the AMF/SEAF. If the AMF/SEAF receives this new AV, it shall neglect the cause value in the authentication response message received from the UE and launch the reauthentication procedure; Or, if the AMF/SEAF receives a reponse indicating the failure of AUTS verification from the UDM, it shall send a reject message to UE based on the cause value in the authentication response message.


6.2.3.3
Evaluation

This solution enables the network to mitigate the Linkability attacks. 
When the UE receives the authentication request message, UE generates authentication response with unified formate for successful authentication, MAC failure and sync failure. Successful authentication can be distinguished through verification of RES* in AMF. MAC failure and sync failure can be differentiated through verification of AUTS in UDM. 

The attackers are unable to get the failure type with the authentication response message.
This solution impacts the visited network.
Editor's Note: NAS procedure impact is FFS.
*************** End of the 1st Change ****************
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