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1	Decision/action requested
This contribution proposes a new KI for eV2X TR 33.836.
2	References
[1]	3GPP TR 23.786: "Study on architecture enhancement for EPS and 5G System to support advanced V2X services".
[2]	3GPP TR 33.836: "Study on Security Aspects of 3GPP support for Advanced V2X Services."
3	Rationale					
In TR 33.836 [2], the security of the unicast and groupcast messages over PC5 has been mentioned. However, the security of broadcast messages has not been mentioned. Broadcast messages in some cases maybe sent by a UE periodically to inform the other vehicles about its driving status or it may be event-driven where information about a specific event is being broadcasted. The attacks on such messages may lead to the receiving UEs being misinformed about the road conditions or may lead them to take wrong decision. Hence the security of broadcast messages is also to be considered.
4	Detailed proposal
*************** Start of the Change ****************
5.X	Key Issue #X: Security for eV2X broadcast messages over PC5
5.X.1	Key issue details
In TR 23.786 [1] and TR 33.836 [2], the security of the unicast and groupcast communication over PC5 has been mentioned. However, the security of broadcast communication has not been mentioned. Broadcast messages in some cases may be sent by a UE periodically to inform the other vehicles about its driving status or it may be event-driven where information about a specific event is being broadcasted. The attacks on such messages may lead to the receiving UEs being misinformed about the road conditions or may lead them to take wrong decisions. Hence the security of broadcast messages is also to be considered.
[bookmark: OLE_LINK2]5.X.2	Security threats
An adversary that can maliciously modify broadcast input may mislead the receiving UEs to make wrong decision/action. Maliciously deleted messages may cause the receiving UE to fail to take action in time. Replayed messages may cause wrong status of the road conditions for the receiving UEs.
5.X.3	Potential security requirements

*************** End of the Change ****************


