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1
Decision/action requested

Intro of key issue on separation of authentication data from subscription data.
2
References

33.501
3
Rationale

3GPP Rel-15 allows the storage of authentication subscription data in UDR, but it is explicitly stated from security point of view in 33.501 clause 5.8.1: “NOTE 2: Security mechanisms for storage of subscription credentials in the UDR and for the transfer of authentication subscription data (as specified in 3GPP TS 29.505 [70]) between UDR and ARPF are left to implementation.”

A new study was agreed to study the storage and transport of the security parameters in a 5GC, that are used by the ARPF for Authentication. 

The Unified Data Repository (UDR) is located in the same PLMN as the NF service consumers are storing or retrieving data from UDR using Nudr services. Data stored in the UDR are subscription data, authentication subscription data, policy data, structured data for exposure, and application data (see 3GPP TS 29.505).
Nudr is an intra-PLMN interface and allows NF consumers to use its service to retrieve, create, update, subscribe for change notifications, unsubscribe for change notifications and delete data stored in the UDR, based on the set of data applicable to the consumer.
If UDR can be accessed by several NFs and as currently specified in 29505 authentication subscription data is accessible in the same branche of the data model as subscription data, also other NFs than UDM may be able to access those data. Thus, this contribution proposes a related key issue showing threat and potential requirement.

4
Detailed proposal

***** START OF CHANGE
3.1
Terms
Editor's Note: 'authentication subscription data' and 'subscription data' need to be defined.
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

***** next change

6.x
Key Issue #<X>: Separation of authentication subscription data from subscription data

6.x.1
Key issue details

The Unified Data Repository (UDR) is located in the same PLMN as the NF service consumers are storing or retrieving data from UDR using Nudr services. Data stored in the UDR are subscription data, authentication subscription data, policy data, structured data for exposure, and application data (see 3GPP TS 29.505).

Nudr is an intra-PLMN interface and allows NF consumers to use its service to retrieve, create, update, subscribe for change notifications, unsubscribe for change notifications and delete data stored in the UDR, based on the set of data applicable to the consumer.

6.x.2
Security threats

UDR can be accessed by several NFs. If authentication subscription data is accessible in the same branche of the data model as subscription data, also other NFs than UDM may be able to access those data.
6.x.3
Potential security requirements

Sensitive data such as authentication subscription data should be compartmentalized from subscription data.
For authentication subscription data, which are sensitive data, the access shall be limited to UDM only.
***** END OF CHANGE

