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1
Decision/action requested

This document provides additional clarifications on the cancellation of rejected S-NSSAIs.
2
References

[1]
3GPP TR 33.813 Study on Security Aspects of Enhanced Network Slicing (Release 16)
3
Rationale

In case a NSSAI got rejected due to a failed secondary slice-specific authentication and the user in the meantime updated the subscription with the service provider, the AMF would store the authentication failure and would reject the requested NSSAI without initiating the authentication again. 
At the moment a revocation of a rejected S-NSSAI due to a failed secondary slice-specific authentication is only possible if the UE deregisters and registers again. The obvious disadvantages are that all ongoing PDU sessions are released and ongoing services are terminated. Further the user needs to know that in this situation a deregistration with re-registration is needed, and most likely cannot understand why the service request with the NSSAI does not work without restart. While it might be possible to train a human user to do it, this does not work for a huge amount of IoT devices under the same subscription and cannot be restarted one by one just because an NSSAI registration failure.

On the other hand, the AMF can trigger a de-registration, but the AMF does not know when to trigger it, since the AMF is not aware when the user updated the subscription over the top. 

4
Detailed proposal

Start of Changes

6.7

Key Issue #7 Cancellation of rejected S-NSSAIs

6.7.1
Key issue detail

This key issue will study how to perform the revocation of an already rejected or failed S-NSSAI, else there will not be a possibility for the UE to use the S-NSSAI even with a renewed valid 

There is no policy defined in the UE for re-attempt to request a rejected S-NSSAI and allowing the UE to delete Rejected S-NSSAI(s) internally may result in undesirable and non-deterministic behaviour, i.e. the UE can directly renew it’s subscription on application layer with the service provider but the NAS layer removed the rejected S-NSSAI. Since in Rel-15 and Rel-16 the UE can autonomously remove a Rejected S-NSSAI for a whole PLMN or a registration area, there would be no chance to re-register to the S-NSSAI even the UE re-newed the subscription on application layer. 

Another problem is that the context is stored in the AMF, i.e. a rejected S-NSSAI will be directly rejected by the AMF even without perofrming any slice authentication with the AAA.
One possibility to clear the context in the AMF of rejected S-NSSAIs due to a failed secondary slice-specific authentication is to perform a re-registration procedure. The obvious disadvantages are that all established PDU sessions are released and ongoing services are terminated. The Re-registration procedure would result in a lot of signalling in the network and over the air, which does not justifies the update of a single entry in the UE's MM context in the AMF. Further, a mechanism in the UE or in the network is needed to trigger the Re-registration procedure and such trigger is not specified today.

6.7.2
Security threats
If cancellation of a rejected S-NSSAI is not performed in the AMF, UEs with updated credentials for the secondary slice-specific authentication will not able to use the S-NSSAI until the UE re-regsiters or changes the PLMN.
6.7.3
Potential security requirements
It should be possible to perform cancellation of a rejected S-NSSAI in the AMF.
End of Changes

