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1
Decision/action requested

This paper proposes to update solution #7 in TR 33.853 in order to resolve some of the editor notes and to add an evaluation.
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3
Rationale

This paper proposes an update to Solution #7 "UE connected to 5GC indicating support of UP IP over eUTRA". 

This proposal also attempts to resolve two editor notes in solution #7:

1. Editor's Note: The difference in the capability indication between NR and eUTRA needs clarification.

2. Editor's Note: How the UP security policy is enforced is ffs.

Bullet 1: The first editor note is about the difference in the capability indication between NR and eUTRA. As UP IP in a ng-eNB connected to 5GC is not enabled in Rel-15, this implies that even if a Rel-15 UE would have supported UP IP over eUTRA, there was no possibility for a Rel-15 UE to test UP IP over eUTRA in any live 5G Rel-15 network, therefore its envisioned that a Rel-15 UE has not enabled UP IP over eUTRA. Therefore, it is expected that a capability indication is required for a Rel-16 (or a later release) UE which supports UP IP over eUTRA in order for a Rel-16 network to be able to distinguish between a Rel-15 UE which cannot enable UP IP over eUTRA and a Rel-16 UE which can enable UP IP over eUTRA. Its FFS how this indication is supported in NAS protocols. This is for other groups as CT1 to decide.
Also, it should be noted that the capability of maximum data bitrate for UP IP over NR is indicated by a Rel-15 UE to the Rel-15 5G network in NAS layer. Its FFS whether this capability applies to an eUTRA supporting UP IP as well or whether a new capability is required for eUTRA. This is for other groups as CT1 and RAN2 to decide.

Bullet 2: The second editor note is about how the UP security policy is enforced. 
For ‘no split PDU session‘ it is proposed to use the same handling of the UP security policy as described in clause 6.10.2.1 in TS 33.501  

For ‘split PDU session‘, it is proposed  to use the same handling of the UP security policy as described for NR-DC in clause 6.10.4 in TS 33.501.

The Figure 6.7.3.1.1 has been updated with including the UP security policy in steps 2 and 3, and ‘NAS msg’ has been removed from step 3.
4
Detailed proposal

It is proposed to update solution #7 and add an evaluation for solution #7.
**** START OF CHANGES ****
6.7
Solution #7: UE connected to 5GC indicating support of UP IP over eUTRA
6.7.1
Introduction

This solution addresses key issue #6 (UE connected to 5GC indicating support of UP IP over eUTRA). This solution describes how the UE provides its capability to the network to indicate that it supports UP IP over eUTRA when connected to 5GC.
According to TS 33.501 [4], UP IP is mandatory to be supported for the gNB and the UE., The UE indicates its capability for maximum data bitrate for UP IP over NR to the 5G network in NAS layer. Its FFS whether this capability applies to eUTRA supporting UP IP as well or whether a new capability is required for eUTRA. 

As UP IP in a ng-eNB connected to 5GC is currently not specified in TS 33.501 [4], this implies that even if a Rel-15 UE would have supported UP IP over eUTRA, there was no possibility for a Rel-15 UE to test UP IP over eUTRA in any live 5G Rel-15 network, therefore its envisioned that a Rel-15 UE has not enabled UP IP over eUTRA (connected to a 5GC). A capability indication is required for a Rel-16 UE which supports UP IP over eUTRA (connected to a 5GC) in order for a Rel-16 network to be able to distinguish between a Rel-15 UE which cannot enable UP IP over eUTRA and a Rel-16 UE which can enable UP IP over eUTRA.

This solution assumes that the UE has been upgraded to support UP IP over eUTRA connected to 5GC. It also assumes that the ng-eNB supports UP IP and supports the capability of enabling UP IP with the UE over eUTRA.
There is impact on UE, SMF, AMF and ng-eNB/gNB.
6.7.2
Network options affected

This solution is applicable to the following network options:

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 5 - 5G core with eUTRA 

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)

6.7.3
Solution Description

6.7.3.1
Signalling flows

6.7.3.1.1
PDU Session Establishment Request procedure in 5G system

The UE initiates the PDU Session establishment procedure with the SMF, via the AMF, to establish data bearers with the network. If the UE supports UP IP over eUTRA when connected to a 5GC, then the UE includes its capability to support UP IP over eUTRA in the PDU Session Establishment Request message to the SMF.
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Figure 6.7.3.1.1: UE indicating support of UP IP over eUTRA when connected to 5GC

1. 
UE initiates PDU Session Establishment procedure with the SMF to establish bearers with the network and includes its capability to support UP IP over eUTRA when connected to 5GC into PDU Session Establishment Request message.
2. 
The SMF initiates the N2 PDU Session Request procedure with ng-eNB/gNB and includes the UE capability to support UP IP over ng-eNB when connected to 5GC. The SMF also includes the UP security policy.

3. 
The ng-eNB/gNB initiates RRC Reconfiguration procedure with the UE and indicates to the UE to activate UP integrity protection for the DRBs (data radio bearers) established with the ng-eNB/gNB.
6.7.3.1.2
Dual Connectivity

If a ng-eNB acting as a MN receives the UE capability from the 5GC indicating that the UE supports UP integrity protection over eUTRA, then the MN takes that capability into consideration together with the UP security policy, when it makes the decision whether to activate UP integrity protection for its own DRB’s established with the UE. 

For 
the scenario when ‘no split PDU session‘ takes place, the handling of the UP security policy should be the same as for as described in clause 6.10.2.1 in TS 33.501 [4].

In the scenario of ‘no split PDU session‘ when MN offloads DRB(s) for a PDU session to a ng-eNB acting as a SN, there are two options to consider as described below.

ALTERNATIVE 1:

The MN determines from the UP security policy and the UE capability indicating that the UE supports UP integrity protection over eUTRA, both received from the 5G Core Network, and also the capability of the SN i.e. whether it supports UP IP or not, before the MN decides to offload any DRB(s) of the PDU Session to the SN which requires UP integrity protection. 

ALTERNATIVE 2:

The MN forwards the UE capability indicating that the UE supports UP integrity protection over eUTRA and the UP security policy, both received from the 5G Core Network, to the ng-eNB acting as a SN. The SN will make the decision of activating UP integrity protection or not for the PDU sessions that are terminated at the SN.
In the scenario of ‘split PDU session‘ when MN offloads some of the DRB(s) for a PDU session to a ng-eNB acting as a SN, the handling of the UP security policy should be the same as for NR-DC as described in clause 6.10.4 in TS 33.501 [4].
6.7.4
Solution Evaluation

The solution fulfils the requirement in key issue #6 (UE connected to 5GC indicating support of UP IP over eUTRA). 
The impact of the solution is to require the UE to indicate its support of UP IP over eUTRA when connected to 5GC, to the ng-eNB/gNB via NAS layer.

According to TS 33.501 [4], the UE indicates its capability for maximum data bitrate for UP IP over NR to the 5G network in NAS layer. Its FFS whether this capability applies to eUTRA supporting UP IP as well or whether a new capability is required for eUTRA. This is for other groups as CT1 and RAN2 to decide.

As UP IP in a ng-eNB connected to 5GC was not enabled in Rel-15, this implies that even if a Rel-15 UE would have supported UP IP over eUTRA, there was no possibility for a Rel-15 UE to test UP IP over eUTRA in any live 5G Rel-15 network, therefore its envisioned that a Rel-15 UE has not enabled UP IP over eUTRA connected to a 5GC. A capability indication is required for a Rel-16 UE which supports UP IP over eUTRA connected to a 5GC, in order for a Rel-16 eUTRA to be able to distinguish between a Rel-15 UE which cannot enable UP IP over eUTRA and a Rel-16 UE which can enable UP IP over eUTRA. This is for other groups as CT1 to decide.
For the scenario when ‘no split PDU session‘ takes place, the handling of the UP security policy should be the same as described in clause 6.10.2.1 in TS 33.501 [4]. The MN always forwards the UE capability including the UP security capability and the UP security policy to the SN. The SN makes the decision whether to activate UP integrity protection or not, and also whether to activate UP encryption or not. Therefore, it is proposed to go forward with alternative 2 in clause 6.7.3.1.2. 

In the scenario of ‘split PDU session‘ when MN offloads some of the DRB(s) for a PDU session to a ng-eNB acting as a SN, the handling of the UP security policy should be the same as for NR-DC as described in clause 6.10.4 in TS 33.501 [4].


**** End of Changes ****
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