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1
Decision/action requested

Approve the pCR to TR 33.855 [1] below.
2
References

[1]
3GPP TR 33.855 "Study on security aspects of the 5G Service Based Architecture (SBA)"

3
Rationale

Key issue #25 "Indirect communication in roaming scenarios" has not been addressed by a solution yet. The solution in this key issue proposes that the security for indirect communication in roaming scenarios can be addressed in the same way as for Rel-15 direct communication in roaming scenarios.
4
Detailed proposal: pCR to TR 33.855
*** BEGIN CHANGES ***
6.x
Solution #X: Security of indirect communication in roaming scenarios
6.x.1
Introduction
This solution addresses Key Issue #25 "Indirect communication in roaming scenarios".
When indirect communication is used in roaming scenarios, the interface between SeCoP and SEPP needs to be secured. More specifically, authentication and transport security between SeCoP and SEPP is necessary.
6.x.2
Solution Description

Authentication between SeCoP and SEPP is performed in the same way as authentication between SEPP and network functions, as described in TS 33.501 [11], clause 13.3.3.
Transport protection between SeCoP and SEPP is performed in the same way as transport protection between SEPP and network functions, as described in TS 33.501 [11], clause 13.1.
6.x.3
Solution Evaluation
The solution satisfies the potential requirements of Key Issue #25.
*** END CHANGES ***

