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1
Decision/action requested

It is proposed to approve the conclusion of KI#3 with respect to protecting a UE against handover to False basestation.  
2
References

[1]
3GPP TR 33.809 Study on 5G Security Enhancement against False Base Stations (Release 16). 
3
Rationale

The ongoing study on 5G security enhancement against false base stations, i.e., TR 33.809 [1], has 7 key issues and 16 solutions. SA3 have approached the planned end-date for this study. 

Solution 6 addresses security against handover to false base station. It is a very heavy solution which significantly delays the handover procedure. Further, it is not clear how it is effective against an attacker using a dumb repeater. The information given to the UE in protected message is irrelevant in case of a dumb repeater since the dumb repeater can repeat all the reference signals that target base station is transmitting. Therefore, we are not convinced of this solution and propose to not pursue this solution.  
4
Detailed proposal

*** START OF CHANGES ***
7.3
Conclusions on Key Issue #3

Following conclusions are made on Key Issue #3 "Network detection of false base stations":
-
It is concluded that no new security solutions against handover to false base station will be pursued into normative work for Rel-16.
*** END OF CHANGES ***
