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1
Decision/action requested

It is recommended to approve the proposed new solution for the protection of the RRCResumeRequest message.  
2
References

N/A
3
Rationale

Key Issue #1 states that when an RRCResumeRequest message could be forged and transmitted by an attacker with a falsified information included in the IE resumeCause. The RRCResumeRequest message includes an IE called ResumeMAC-I/shortResumeMAC-I which integrity protects some IEs of the message. In this contribution we propose a new solution which extends the protection on the whole message instead of only parts of the message because it is only prudent to be future-proof in case new fields are added in later releases. 
4
Detailed proposal

*** START OF CHANGES ***
6.X 
Solution X: Integrity protection of the whole RRCResumeRequest message
6.X.1
Introduction 

This solution addresses key issue #1 for the protection against tampering of RRCResumeRequest messages.

6.X.2
Solution Details

When the UE initiates the RRC Resume procedure, the UE shall use the whole RRCResumeRequest message, except the ResumeMAC-I/shortResumeMAC-I, as input parameter in order to calculate ResumeMAC-I/shortResumeMAC-I.  The UE shall send the calculated ResumeMAC-I/shortResumeMAC-I in the RRCResumeRequest message.
When the gNB/ng-eNB receives the RRCResumeRequest message from the UE, the gNB/ng-eNB shall validate the ResumeMAC-I/shortResumeMAC-I received from the UE.
6.X.3
Evaluation 

The solution addresses key issue #1 for the protection against tampering of RRCResumeRequest messages. 

The advantage of the solution is that this mechanism is future-proof in terms of integrity protection since any additional field standardized in the future for inclusion in the RRCResumeRequest message is protected by default. 

*** END OF CHANGES ***
