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1
Decision/action requested

Proposing requirements on UDR for storage and transport of sensitive data.
2
References

33.501
3
Rationale

3GPP Rel-15 allows the storage of authentication subscription data in UDR, but it is explicitly stated from security point of view in 33.501 clause 5.8.1: “NOTE 2: Security mechanisms for storage of subscription credentials in the UDR and for the transfer of authentication subscription data (as specified in 3GPP TS 29.505 [70]) between UDR and ARPF are left to implementation.”

A new study was agreed to study the storage and transport of the security parameters in a 5GC, that are used by the ARPF for Authentication. 

UDR is one option of storage of such sensitive parametners, therefore requirements on authentication subscription data stored in the UDR are introduced by this key issue.
4
Detailed proposal

***** START OF CHANGE
6.x
Key Issue #<X>: Protection of authentication subscription data stored in UDR

6.x.1
Key issue details

3GPP Rel-15 allows the storage of authentication subscription data in UDR, but it is explicitly stated from security point of view in 33.501 clause 5.8.1: “NOTE 2: Security mechanisms for storage of subscription credentials in the UDR and for the transfer of authentication subscription data (as specified in 3GPP TS 29.505 [70]) between UDR and ARPF are left to implementation.”

However, with this study, it is proposed to clarify this note. Therefore, requirements on authentication subscription data stored in the UDR need to be considered.

6.x.2
Security threats

If authentication subscription data are not properly protected, when stored in a UDR or transferred from a  UDR to another NF, an attacker can tamper with those data. 

6.x.3
Potential security requirements

Authentication subscription data may be stored in the UDR.
Authentication subscription data that represents sensitive data (e.g. the permanent key K) shall always be encrypted when stored in the UDR.

Access to authentication subscription data in the UDR shall be limited to the UDM.

The UDR shall only allow authorized access to, or modification of, subscription authentication data, if stored in this repository. 

Sensitive data requested from the UDR shall bed transferred to the requesting network function in an ecrypted form. 

***** END OF CHANGE

