

	
3GPP TSG-SA3 Meeting # 96 Ad-Hoc	S3-193527
[bookmark: _GoBack]Chongqing, China 14 - 18 October 2019
	CR-Form-v12.0

	DRAFT CHANGE REQUEST

	

	
	33.501
	CR
	<CR#>
	rev
	<Rev#>
	Current version:
	16.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	X
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	CAG ID privacy

	
	

	Source to WG:
	Nokia, Nokia Shanghai Bell

	Source to TSG:
	S3

	
	

	Work item code:
	Vertical_LAN_SEC
	
	Date:
	18.10.2019

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	CAG ID privacy not yet addressed in new Annex on NPN. 

	
	

	Summary of change:
	Based on TR 33.819 conclusion, addition of a clause on CAG ID privacy considerations. 

	
	

	Consequences if not approved:
	No statement on CAG ID privacy.

	
	

	Clauses affected:
	Annex I.X (new)

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	






*************** START OF CHANGE
[bookmark: _Toc19635009]I.X	CAG ID privacy considerations
The CAG ID included in the RRC Connection Request message is used to ensure that the UE gets the treatment at the base station reserved for the CAG, while the CAG ID included in the NAS message is used to verify whether the CAG ID claimed by the UE is correct according to the subscription data. Irrespective of the initial value included by the UE in the RRC procedure, the UE gets priority and services only if the CAG ID gets authenticated. 
For optimized RAN procedures and base station resource selection the CAG ID is sent in RRCSetupRequest message in the clear. To avoid the potential reduction of the anonymity set in RAN, it is operator decision to configure its subscribers to not send CAG ID in RAN. 
CAG ID shall not be sent in the cleartext IEs of NAS signalling. 
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