3GPP TSG-SA3 Meeting #96 Ad-Hoc 
S3-193521
Chongqing, China, 14 – 18 October 2019








Revision of S3-19xxxx
Source:
ZTE
Title:
Editorial correction
Document for:
Approval

Agenda Item:
5.15
1
Decision/action requested

This contribution proposes editorial correction to TR 33.824.
2
References

[1] TR 33.824
3
Rationale

This contribution proposes editorial correction.
4
Detailed proposal

*************** Start of Change 1****************

5.2.3
Key Issue #2.3: Protection of recovery from backhaul-RLF 

5.2.3.1
Key issue details

Regarding the work split in clause 4.2, this key issue belongs to the group #(B) illustrated in Figure 4.2-1, i.e., security of backhaul-link between child-node and parent-node.

TR 38.874 [2] discusses recovery from backhaul-RLF in clauses 9.7.12 to 9.7.15. One possible option described in clause 9.7.14 is

"- Option 2: The IAB-node DU explicitly alerts child IAB-nodes about the upstream RLF. Child IAB-nodes receiving this alert can forward the alert further downstream. Each IAB-node receiving such alert initiates BH-RLF recovery as discussed above."

*************** Start of Change 2****************

5.4.1
Key issue #4.1: F1 interface security for IAB 

5.4.1.1
Issue details

The integrated Access and Backhaul (IAB) is specified in TS 38.300 [3] and TS 38.401 [4] to realize the NR CU-DU split over NR wireless links. The overall architecture is shown in the Figure 5.x.1-1. The IAB is realized either in SA mode (a) or EN-DC (b). An IAB donor node has gNB-CU functionality and an IAB node has gNB-DU functionality. Each IAB node is connected to the IAB-donor node either directly (i.e., a single hop) or via another IAB node (i.e., multiples hops). 

*************** Start of Change 3****************
6.4
Solutions for protection of the F1*-U/C interfaces (wireless backhaul links)
6.4.1
Solution #4.1: F1 interface security for IAB
6.4.1.1
Introduction

This solution addresses the key issue #4.1: F1 interface security for IAB.

6.4.1.2
Solution details

The control plane signalling between the IAB node and the IAB-donor node is confidentiality, integrity and replay protected in an end-to-end manner in the same way as the wireline fronthaul control (F1-C) protection using IPsec ESP and IKEv2 as specified in TS 33.501 [5]. Alternatively, the F1-C interface could be protected using DTLS. Figure 6.4.2-1 shows the protocol stack when IPsec is used for F1-C protection.

[image: image1.emf]RLC

BAP

RLC

BAP

RLC

IAB-node

DU

CU

IAB-node  IAB-donor gNB

BAP

PHY/MAC PHY/MAC PHY/MAC

RLC

BAP

PHY/MAC

F1-AP

SCTP

IP

SCTP

IP

IP

BH RLC channel

F1-AP

IP IP

BH RLC channel

IPsec

IPsec

L2 L2

L1 L1

F1-C


Figure 6.4.2-1: F1-C protocol stack for IAB

The user plane traffic between the IAB node and the IAB-donor node is confidentiality, integrity and replay protected in an end-to-end manner in the same way as the wireline fronthaul user plane (F1-U) protection specified in TS 33.501 [5]. F1-U is used to transport traffic between UE and CU that is protected in PDCP layer as shown in Figure 6.4.1.2-2.
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Figure 6.4.1.2-2: F1-U protocol stack for IAB

*************** End of Change ****************

