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1
Decision/action requested

It is proposed to add the proposed solution to TR 33.846.
2
References

 [1]
3GPP TS 33.846
3
Rationale

The RAND consists of time difference from start time of the HSS/UDM. The ME determines that the HE use new scheme to generate RAND. If new scheme is used, the ME discards the <RAND, AUTN> if it is an early one.
4
Detailed proposal

***
BEGIN CHANGES
***

6.2
Solutions for resilience against identifier linkability

6.2.Y
Solution #2.Y: Structure RAND for authentication
6.2.Y.1
Introduction

The RAND consists of time difference from start time of the HSS/UDM. The ME determines that the HE use new scheme to generate RAND. If new scheme is used, the ME discards the <RAND, AUTN> if it is an early one.
6.2.Y.2
Solution details
The HE shall choose to always use a random number for the RAND or always use a structure string for the RAND.

If the RAND is a structure string, then the RAND = (S-TIME Å MASK) || RAND-S || HASHHE, wherein the S-TIME is a time difference between the current time and the service start time of the HE/AuC in 16ms, the RAND-S is a random number, the MASK is used to make the first part of the RAND unpredictable, the HASHHE is used to indicate whether the RAND is a structure string or not, which also is unpredictable. The calculation of the MASK and the HASHHE are as following:

RESULT = HMAC-SHA-256 with RAND-S as input and 256-bit string of all 0s as KEY.

MASK = High significant bits of RESULT that has same length as S-TIME.

HASHHE = Truncation of RESULT.
NOTE1:
The service start time can be any time before the HE/AuC starts to use structure string for RAND. Whenever the HE/AuC is restarted or recovered, it must keep using the same service start time.
Upon receipt of the authentication challenge, if the ME does not know whether the HSS uses structure string for the RAND or not, the ME shall divide the RAND into three parts: S-TIME Å MASK part, RAND-S part, and HASHHE part, and use the RAND-S part of the RAND to compute the MASK' and the HASHME in the same way as the HSS computes the MASK and the HASHHE, then the ME compares the HASHME with the HASHHE part of the RAND, if they are equal, then the ME knows that the HSS uses structure string for the RAND. If the structrue striong for the RAND is used, when verification succeeds or synchronisation failure is indicated, the ME shall obtain S-TIME from the RAND by computing (S-TIME Å MASK part of the RAND) Å MASK'.
In case of a successful AUTN verification, the UE shall set CUR-TIME to the S-TIME if the S-TIME has been obtained from the RAND.

In case of a synchronisation failure of AUTN, when CUR-STIME has been set, the UE shall compare the CUR-STIME with the obtained S-TIME. If the CUR-STIME has not been set or if CUR-STIME is not bigger than S-TIME, then the authentication failure message also includes AUTS that was provided by the USIM, otherwise, the CAUSE value shall be set to MAC failure.
6.2.Y.3
Evaluation

This solution has impact on ME and HE, but not on USIM.
***
END OF CHANGES
***
