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	S3-191868
Address EN in solution #1

Huawei 
	Apple: Original text from 38331? 

Huawei: Yes.
Apple: It is better to change the font, and clarify this is original text. 

Huawei: OK
Agreement: Need to be revised.

	S3-192238
UE capability protection

Apple
	Huawei: the LS is already send to GSMA that the UECapabilityInformation should be send after the AS SMC, why add this?
Apple: To add more flexibility, if UE send the whole UECapabilityInformation after AS SMC, security could be enhanced but network configuration could be impacted. 

Huawei: but it adds more complexity. 

Ericsson: key issue is already solved. 
Apple: SA3 already decide to solve this key issue in one way, it is still allowed to add more flexibility?
Huawei: could wait for RAN or GSMA LS in to see if we need to treat it again. 

Ericsson: not now at least, no commit but might bring CR on addressing this key issue in Poland. We can close the key issue now. If Apple still wants to bring this, this should be an new solution. 
Agreement: No agreement. 

	S3-192239

update of Certificate based solution

Apple
	Huawei: Is the Annex template included? 
Apple: Yes, already include that. 

Ericsson: General comments, questions to everyone, timeline for sending SA for approval in September, we have only Poland meeting, in general, are people willing to proceed this into TS? Small details need to be fixed. System signing can not solve everything, but there are a lot of benefits using signatures. 

Apple:  Apple is positive for the normative work.

Ericsson: Eventhought they can not 100% mitigate the threat, but there are still benefit, same with integrity protection. Ericsson is positive to pursue this in the TS phase. 

Huawei: Still evaluating internally, system information need to be protected. 
Apple: Open for every solution. 

Ericsson: Ericsson still have internal discussion on one discussion paper, which is summarizing the benefit,  overhead on the radio, if Ericsson decides to public that , do you think you can be the co-signers? 

Apple: highly possible, but need to see the contribution first. Could you send it before next conference call? 

Ericsson: might be, hope so.

Agreement: No comments on the revision part. 


	S3-192072  
A solution to MIB and SIB protection 
Huawei, Hisilicon


	Ericsson: like QC’s solution, UE in the idle mode, no active interaction with the network. So what is the point of message 4. UE already has security context. 
Huawei: if UE has security context, they will not have MITM attack? 
Ericsson: UE is connected to the genuine network, it is not the problem we should settle. 

Huawei: false base station just transfer/relay the SIB. But the false base station will broadcast message. 

Apple: when UE is trying to camp on the false base staion, UE can not know it is camping on the false or genuine gNB, all these verification procedure happens after smc, which means the UE is already secure. 
Huawei: when UE has security context, eventhough it camped on false base station, it has no security benefit?

Apple: The solution proposed to verify the has of SIBs after NAS SMC, but they can not be verified before the NAS SMC. When UE is camping on the false base station, UE will never know. 

Huawei: If UE has NAS SMC, and it success, and UE could also camped false base station before. 

Apple: When NAS SMC is performed, it means UE has already camped on a genuine gNB. UE has camped on the false gNB before and failed, since the authentication fails. 

Huawei: The assumption is false base staion just transfer the registration request, not modify any parameters in step 1or 4. 
Apple: If this is for the specific attack, this should be for key issue#7 only. 

Ericsson: Agree with Apple. Need to see how this protect the attack

Apple: If the SIBs are relayed, then the verification will success. 

Ericsson: Nice to see how to protect against the attack. 

Huawei: If the SIBs are not changed, then the solution can not protect. But if the SIB is changed, then it works. 

Ericsson: We need to see analysis how the solution works, and what kind of modifications the attack could make. 

Apple: If time allow, maybe we can discuss this in next conference call. 

Huawei: Will try to solve the comments. Do you have similar comments for the QC’s solution?

Apple: similar.

Ericssion: Both of these solution, they are not focusing on the right problem. 

Huawei: Maybe will prepare a revised version for next conference call.

Agreement: Need to be revised.


	S3-191863  
Resolve EN on signaling details of how the UE hands over to false base station  
Huawei, Hisilicon


	Ericsson: This solution is heavy, risky for the handover case. How do this CSI being protected, it is not secret. Why wouldn’t attack abtain the CSI-RS.
Huawei: you are not commenting on this contribution, you are commenting on the original solution. This contribution is explaining the background. 

Ericsson: Attacker could repeat the CSI-RS.
Huawei: it is not wirless link, it is between source gNB and target gNB.

Ericsson: no it is from target gNB to UE, See Step 7.
Huawei: from the figure, it is X2 interface. 

Ericsson: step7, meaturement bases on CSI-RS, source gNB can broadast the CSI-RS, and false base station can listen and repeat. 

Huawei: False base staion doesn’t know UE is expecting this message. 

Ericsson: Maybe talk later. 

Apple: need evaluation?
Huawei: no, still need more discussion to see if it is valid. 
Agreement: No comments on the revision part in this contribution, but comments on the whole solution needs to be confirmed offline. 


	S3-191864  
Handover Attempts failure counter  
Huawei, Hisilicon


	Ericsson: this means, they can be left to implementation?
Huawei: Yes. 

Apple: General comments for all the discussed contribution: if you want to discuss the revised contribution in the next contribution, please send the revised contribution to me before the next conference call.

Agreement: Need to be revised.


	S3-191865  
Solution #4: Resolving EN on network verification of the hashes of MIB/SIBs  
Huawei, Hisilicon


	Ericsson: The 2 options need to be clarified whether they should be standardized. 
Agreement: Need to be revised.


	S3-191866  
Solution #4: Resolving EN on Impact on UE power consumption  
Huawei, Hisilicon


	Ericsson: Some details need to be moved to rational. 
Agreement: Need to be revised.


	S3-191867  
Solution #4: Details on the hash algorithm used for MIB/SIB hashes  
Huawei, Hisilicon


	Ericsson: 1. the last sentence “The value of the predefined key used for the hash caculation is potentially to be standardized by 3GPP.” should be removed, and 2.the the input of key could be set to all 0.

Agreement: Need to be revised.


	S3-191869 
Enabling UE to detect FBS
  
Huawei, Hisilicon


	Ericsson: This refers to TS38.331, is it RRC specific mechanism?

Huawei: Just provide the backgroundinformation that in what scenario this SIB information also be used.
Ericsson: main concern: the target genuine gNB broadcast genuince MIB and SIB, attack can easily interrupt the handover, aren’t you make the situation worse? Because it is easier for the attacker to distroy the handover. 

Huawei: you are providing a different perspective, but we still can detect. 

Ericsson: looks like we are giving new mechnisms for the attack to detroy the handover. UE collect MIB, and verify the hash of MIB, if the hash is worng, UE will not follow the handover, now attacker just interference the MIB and SIB, then the handover will fail. Second concern is: during handover, UE will not receives other SIBs, because the immediate mechnisms are on the power and physical layer identification. 
Huawei: these are done in the preparation phase not the measurement itself

Ericsson: maybe need some clarification. When the UE executes the handover, it doesn’t have enough time to do the SIB collection. 

Huarui: this is same with solution#4. we can clarify. 

Agreement: Need to be revised.



