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1
Decision/action requested

This contribution proposes a new solution for key issue 3 in TR 33.809.
2
References

3
Rationale





This solution addresses the security requirement in key issue #3 for preventing UE from connecting to false base station. Conditional handover is agreed to support high handover robustness to avoid ping-pong effect, and it is found that avoiding UE connecting to fake base station can be supported losslessly. Thus, the solution is proposed to support conditional handover in addition to solution 6.

The solution proposes the similar mechanism with solution 6 to support conditional handover, i.e. target gNB B assigns a specific CSI-RS to the UE to indicate the UE to measure the real reference signal of the target gNB B, which could avoid the UE to measure false base station. The difference is that the source gNB A sends threshold to the UE to make the HO decision. So, handover decision can be performed on the UE. Thus, additional signalling to report measured signalling is not needed so that handover robustness can be guaranteed, meanwhile, this solution can avoid UE connecting to false base station during condition handover.
4
Detailed proposal

*************** Start of Change ****************
6.Y
Solution #Y: Avoiding UE connecting to 
False Base Station during Conditional Handover
6.Y.1
Introduction  

This solution addresses the security requirement in key issue #3 for preventing UE from connecting to false base station. Conditional handover is already agreed in RAN2 to support high handover robustness to avoid ping-pong effect, and it is recognized that avoiding UE connecting to fake base station can be supported losslessly. Thus, the solution is proposed to support conditional handover in addition to solution 6.

The solution proposes the similar mechanism with solution 6 to support for conditional handover, i.e. target gNB B assigns a specific CSI-RS to the UE to indicate the UE to measure the real reference signal of the target gNB B, which could avoid the UE to measure false base station. The difference is that the source gNB A sends threshold to the UE to make the HO decision. So, handover decision can be performed on the UE. Thus, additional signalling to report measured signalling is not needed so that handover robustness can be guaranteed, meanwhile, this can avoid UE connecting to false base station during conditional handover.
6.Y.2
Solution details  
6.Y.2.1
General
Similar with solution 6, there are two options for this solution:

Option A: Always On feature: In this option the proposed solution is always on and activated at the source gNB; thus it is on on all gNBs.

Option B: On demand feature: The source gNB turns this feature on to a specific target gNB, when the source gNB suspects the presence of a false base station in the area, it automatically turns this feature on.

6.Y.2.2
Always on Feature
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Figure 6.Y.2-1: CHO procedure with indicated second measurement
0. The UEs performs measurement, and sends measurement report including measured signal 1 of this specific cell to the source gNB (A). The measured signal may be fake gNB C’s who forged the same cell to the target gNB B.
1. -2. When the source gNB receives Measurement Report, the measured signal is going to trigger Conditional Handover, the source gNB (A) sends CHO request with a CSI-RS to request the target gNB to prepare a specific CSI-RS for the UE.
3. The target gNB (B) performs admission control and prepares basic RRC configuration information for the UE, including a dedicated CSI-RS information. 
4. The target gNB (B) responds with the CHO request ACK message containing all the prepared RRC configuration informations (including the dedicated CSI-RS information).
5. Once the source gNB (A) receives the CSI-RS information in the Conditional Handover request ACK, the source gNB attaches threshold of HO. 

6. The source gNB (A) sends CHO Command including the dedicated CSI-RS information and threshold to the UE while being protected with RRC security context. 
7. The UE executes a second measurement of the dedicated CSI-RS signal indicated in the CHO Command, and get measured signal 2.
8. Based on the signal 2 and measurement condition, the UE decides whether or not to continue the HO. If the signal 2 meets the threshold, that means the real reference signal power of the target cell is strong enough, the UE sends the HO comfirm to the target cell, no latency is added. Otherwise, the signal 1 may be fake gNB C’s signal, and the UE will not trigger handover. Thus, the UE will not connect to the false base station.

6.Y.2.3
On Demand Feature
The details of the solution in this option is the same as in option A with the difference that this solution is turned on when needed, i.e., on demand. The solution is turned on dynamically according to detection report of network or UE. If source gNB A detects suspicion of false base station nearby or receives suspicion of false base station from the UE, the source gNB A may send CSI-RS request to the target gNB B to turn on this feature. Other fake base station detection method of Key Issue #3 could be used too.
6.Y.3
Evaluation 

The solution addresses Key Issue #3 to avoid the UE connecting to FBS during Conditional Handover procedure.

CSI-RS is used for the UE to do measurement, it is a UE specific parameter which is assigned by the target RAN, and is different for each UE. In the solution, CSI-RS is provided to the UE in a ciphered and integrity protected RRC Reconfiguration message, so, the FBS cannot know this parameter, and cannot forge the right CSI-RS. Thus, the UE will measure true signalling of the target RAN, and will not initiate wrong HO caused by forged cell of FBS.
The solution reuses agreed conditional handover procedure, and does not involve new signalling overhead. Only new IEs are added, so, the impact is small, and the feature can be always turned on.
*************** End of Change ****************
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