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1
Decision/action requested

This contribution proposes to add evaluation to solution#2.1 in TR 33.824.
2
References

3
Rationale





The evaluation is added to solution#2.1.
4
Detailed proposal

*************** Start of Change ****************
6.2.1
Solution #2.1: Authentication and authorization of IAB Node

6.2.1.1
Introduction

This solution addresses the security requirement for the Authentication and Authorization of IAB Node in key issue #2.1 and key issue #2.2.

6.2.1.2
Solution details

In the CU/DU architecture, the IAB Node host the DU and MT functionalities and would effectively look like a DU connected through the wireless interface to the controlling CU. Therefore, the MT functionalities in the IAB Node, perform the primary authentication and key agreement procedure with the 5GC as specified in TS 33.501 [5], as shown in Figure 6.2.1.2-1  or with the EPC as specified in TS 33.401 [6], as shown in Figure 6.2.1.2-2. Further the MT functionality in the IAB Node performs the NAS and AS security setup procedures as specified in the TS 33.501 [5] or TS 33.401 [6], to obtain IAB configuration data securely from the network. This solution assumes that, IAB node (MT) acts an UE for performing the primary authentication and key agreement procedure, NAS security setup and AS security setup procedures. 
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Figure 6.2.1.2-1: Authentication of IAB Node, NAS and AS security Set-up in 5GS
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Figure 6.2.1.2-2: Authentication of IAB Node, NAS and AS security Set-up in EPS

The authorisation for connectivity of the IAB Node to the 5GC/EPS shall be evaluated by the network once the IAB Node is successfully identified and authenticated. This authorization is executed during IAB Node Registration procedure. The core network shall authorize the IAB Node through the subscription profile. 
6.2.1.3
Evaluation


This solution meets the protential requriements of key issue#2.1 and 2.2. 

The solution reuses the primary authentication procedure as specified in the TS 33.501[5] or TS 33.401[6] to support mutual authentication of the IAB node and the 3GPP core network supporting IAB architecture. The 5GC/EPC shall authorize the IAB Node based on the subscription profile.
The protection of the control plane communication between the IAB node and the 5G core network reuses the NAS security mechanism. The protection of the control plane communication between the IAB node and the IAB-donor reuses the AS security mechanism.  IAB configuration data is obtained securely from the network.
*************** End of Change ****************
IAB Node (MT)
IAB Donor/Normal gNB
NGC
1. Authentication
2. NAS SMC
3. AS SMC



IAB Node (MT)
MeNB
EPC
1. Authentication
2. NAS SMC
3. AS SMC



