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1
Decision/action requested

This document proposes to introduce a new solution for removing the authentication result from the UDM to the TR 33.846.
2
References

[1]    3GPP TS 33.501 "Security architecture and procedures for 5G system"
[2]
   3GPP TS 29.503 "5G System; Unified Data Management Services”

3
Rational
According to the discussion in the SA3#96 meeting, the Key Issue on fraudulent attack due to expired authentication result in the UDM was accepted. A new solution for removing the authentication result from the UDM is proposed to the TR 33.846.
4
Detailed proposal

***
BEGIN CHANGES
***

6.3.Y
Solution #3.Y: Removing the authentication result from the UDM
6.3.Y.1
Introduction

This solution addresses key issue #3.X: Key issue on fraudulent attack due to expired authentication result in the UDM. 
6.3.Y.2
Solution details 

The authentication result stored in the UDM shall be removed in the following cases:
· For UE-initiated deregistration or network initiated deregistration, the AMF shall determine whether there is only one active NAS connection. If yes, the AMF shall inform the AUSF to remove the UE authentication result using a Nausf_UEAuthentication_ResultRemove Request, which includes SUPI and serving network name. Upon reception the Nausf_UEAuthentication_ResultRemove Request from the AMF, the AUSF shall inform UDM to remove the UE authentication result using a Nudm_UEAuthentication_ResultRemove Request, which includes SUPI, serving network name and timestamp.

· For the registration procedure, if the UE is authenticated successfully, but the SMC procedure fails, i.e. when the UE sends NAS SMC reject to the AMF, the AMF shall inform the AUSF to remove the UE authentication result using Nausf_UEAuthentication_ResultRemove Request, which consists of SUPI and serving network name. The AUSF shall inform UDM to remove the UE authentication result using a Nudm_UEAuthentication_ResultRemove Request, which consists of SUPI, serving network name and timestamp.

In case of the UDM receives the Nudm_UEAuthentication_ResultRemove Request from the AUSF, the UDM shall set the authentication result of the UE as invalid. 

Editor’s Note: The service names of the Nausf_UEAuthentication_ResultRemove and the Nudm_UEAuthentication_ResultRemove need to be aligned with CT4 spescifications.
6.3.Y.3
Evaluation

In this solution, the authentication result stored in the UDM shall be removed in case of UE-initiated deregistration procedure or network-initiated deregistration or SMC failure after AKA during the registration procedure, which mitigates some security isssues, e.g. fraudulent UDM service request may be accepted by the UDM.
The solution fulfils the potential security requirements from Key Issue #3.X: “The fradulent attack due to expired authentication result in the UDM shall be mitigated.” 

***
END OF CHANGES
***
