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1
Decision/action requested

SA3 is kindly asked to approve the proposed threats and requirements for key issue #23 in TR 33.848.
2
References

[1]
3GPP TR 33.848 v0.3.0c, Study on Security Impacts of Virtualisation
3
Rationale

This pCR proposes the threats and the requirements for key issue #23.
4
Detailed proposal

*************** Start of the Change ****************

5.24
Key Issue 23: IP layer vs Application layer Security

5.24.1
Key issue detail

In a PNF implementation there are significant differences (pros and cons) between using security protocols such as IPSec designed to protect IP traffic over 3GPP reference points and over the top end to end application layer security (typically using TLS). Both are good at providing protection again a physical attacker trying to attack a physical cable or optical fibre but their characteristics vary in terms of where the encryption terminates vs where the data is processed or stored. TLS is considered to terminate closer to the point where a function processes or manages data, whereas IPSec may terminate at a PNF closer to the edge of the network.

In flat virtualised deployments with common hypervisor and resources, there is very little difference between IPSec and TLS, with neither by default offering protection from virtualization layer (e.g. hypervisor) attacks. In this scenario, both IPSec and TLS tunnels terminate in arbitrary memory locations which will be in the same accessible range as the plain text data they are intended to protect. Unless the IPSec or TLS tunnels transverse a physical network link external to the data centres, the threats they mitigate can largely become irrelevant. Using HMEEs massively improves security (see ETSI TS NFVSEC 012 [10]. However, it is clearly impractical for all TLS or IPSec endpoints for all control plane or user plane traffic, to be terminated in HMEEs.

5.24.2
Security threats

In virtualized environment, end-to-end or hop-by-hop security mechanisms in upper layers (e.g. IP layer or application layer) higher than virtualizaion layer (e.g. hypervisor) could not provide virtualized 3GPP NFs the same protection as in physical networks, if both ends/hops are terminated in a common virtualization platform. 
5.24.3
Potential security requirements
Solutions to key issue 23 should increase assurance that security mechanisms in upper layers higher than the common virtualizaion platform layer (e.g. hypervisor) could provide virtualized 3GPP NFs the same protection as in physical networks. Solutions to this requirement need to be defined both inside and outside 3GPP.
The data protected in transit by IP layer or application layer security should be encrypted when terminated at the endpoints. HMEEs should be used whenever possible.
*************** End of the Change ****************

