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1
Decision/action requested

Approve the following changes to Section 5.19 of TR 33.848
2
References

None
3
Rationale

There are currently no potential security requirements for Key Issue 18.  This document adds some.
4
Detailed proposal

5.19
Key Issue 18: The Startup Paradox

5.19.1
Key issue detail

Following on from key issue 17, it is unclear how to start a security sensitive function in a virtualised environment unless that security level of the whole virtualisation environment is the same as the VNF (or VNF sub-component) being instantiated.

For example, in a PNF legacy network, the AUC is typically only accessible by a handful of specifically authorised individuals. In a virtualised environment, if the AUC is to be virtualised and form part of the fully virtualised network then its image needs to be stored in the MANO software catalogues and instantiated as per any other VNF. Therefore, any certificates or information held in a sensitive function may be visible to anyone with access to MANO unless additional security measures are applied. 

Ignoring the risks in key issue 17 associated with image protection at rest, once a VNF containing sensitive functions is instantiated it is unclear how to establish initial communication with those sensitive functions and to install certificates etc, without reducing the security level to that of general MANO.

5.19.2
Security threats
5.19.3
Potential security requirements
Only hardware that fully supports trusted and measured boot should be used.  This should securely attest that the hardware resources are in a known good state to be booted and start processing workloads

The Network Function should only be deployed to the host if the host is allowed to run a function in the Network Function’s trust domain.
