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1
Decision/action requested

This contribution proposes a solution for activating the user plane security in NR PC5 unicast
2
References
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3
Rationale

The activation of NR PC5 unicast data could follow either the 4G model where all user plane bearers have the same security (i.e. the confidentiality is either on or off) or the 5G model where the confidentiality and integrity protection can be switched on individually for each bearer. The latter proposal provides a more flexible security model and hence the below solution proposes that way. 
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****

6.Y
Solution #Y: Protecting the traffic at the PDCP layer
6.Y.1
Introduction

This solution addresses part of key issue #2 on security for eV2X unicast messages over PC5. In particular, the solution covers the activation of user plane security. 

6.Y.2
Solution details

This solution proposes that the activation of user plane security for the V2X NR PC5 unicast follows the model for activation of user plane security when connected to a 5G core, namely:

ciphering is activated or deactivated for each user plane bearer individually when the bearer is established;

integrity protection is activated or deactivated for each user plane bearer individually when the bearer is established; and

the same ciphering and integrity algorithms selected for the signalling traffic are used for all user plane bearers (when activated). 
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

**** END OF CHANGES ****

