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Decision/action requested

This contribution proposes some analysis for solution #9 on using ECCSI and SAKKE to establish PC5 security for unicast
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References
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TR 33.836 v0.3.0 Study on Security Aspects of 3GPP support for Advanced V2X Services
3
Rationale

Solution #9 proposes the use of ECCSI and SAKKE to establish the PC5 security for unicast V2X. The proposed solution seems to have several weaknesses which are detailed below. It is proposed to add these weaknesses as part of the analysis on this solution.
The general approach taken by this solution has some drawbacks. Firstly, not every single deployment of V2X and/or V2X application can use the same cryptographic primitives (e.g., due to regional regulatory requirements) and if this general approach is taken then it will be necessary to specify and implement multiple solutions, i.e. the IEs needed for multiple security establishment methods in the PC5 signalling. Secondly, there is the issue of which entity will take responsibility for ensuring that these credentials are securely provisioned to the V2X entity and have not been revoked. As different applications on a particular V2X devices would not want to rely on the same credentials for their security, it may be necessary to have multiple such credentials for V2X PC5 unicast security which may all use different types of credentials. If so the PC5 layer needs to support all the methods. Also, at a later date, whenever a new method of establishing the security is added, then it needs to be standardised in 3GPP.
The particular method proposed also has some drawbacks. Many V2X applications require privacy and this is achieved by regularly changing the credentials that are used to authenticate the V2X applications. This is not possible with the proposed solution. 
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****

6.9.3
Evaluation


The general approach taken by this solution has some drawbacks. Firstly, not every single deployment of V2X and/or V2X application can use the same cryptographic primitives (e.g., due to regional regulatory requirements) and if this general approach is taken then it will be necessary to specify and implement multiple solutions, i.e. the IEs needed for multiple security establishment methods in the PC5 signalling. Secondly, there is the issue of which entity will take responsibility for ensuring that these credentials are securely provisioned to the V2X entity and have not been revoked. As different applications on a particular V2X devices would not want to rely on the same credentials for their security, it may be necessary to have multiple such credentials for V2X PC5 unicast security which may all use different types of credentials. If so the PC5 layer needs to support all the methods. Also, at a later date, whenever a new method of establishing the security is added, then it needs to be standardised in 3GPP.

The particular method proposed also has some drawbacks. Many V2X applications require privacy and this is achieved by regularly changing the credentials that are used to authenticate the V2X applications. This is not possible with the proposed solution. 
**** END OF CHANGES ****

