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1	Decision/action requested
This pCR proposes a solution to avoiding UE from suffering more MitM attacks, and maintaining the service continuity at the same time.
2	References
[1]	3GPP TR 33.809 V0.1.0, Study on 5G security enhancements against false base stations
[2]	3GPP TS 38.331 V15.4.0, Radio Resource Control (RRC)
3	Rationale
[bookmark: OLE_LINK1]While the network detects a suspicion MitM FBS, using any potential method, the gNB can handover the UE, which is connecting to the gNB with a FBS in the middle, to another real gNB.  Avoiding the UE from suffering more ongoing MitM attacks, and maintaining the ongoing service continuity at the same time.
4	Detailed proposal
**** Start of pCR to TR 33.809****
6.Y Solution #Y: Avoiding UE from suffering more MitM attacks by handover
6.Y.1	Introduction  
This solution addresses the second security requirement in the following key issue: 
-	Key issue #3: network detection of false base stations (5G system should be able to employ methods to prevent UEs from connecting to false base stations.).
It is assumed that the network can detect suspicious MitM FBS. When the network detects a suspicious MitM FBS, it will inform all relevant gNBs. The gNBs should handover the UE, which is connecting to the gNB with a FBS in the middle, to another new real gNB. 
6.Y.2	Solution details  
After the network detects suspicion of MitM FBS and informs the gNB, which is connecting with some UEs with that FBS in middle, should handover the UEs to another real gNB. 


Figure 6.Y.2-1 handover the UE suffering MitM attack to another real cell
Steps 1: the real gNB, which discovers there is a MitM-FBS between the connection of the gNB and a UE, makes the decision of handling over the UE to another real gNB. 
Step 2: the serving gNB chooses a suitable real gNB for the UE, and sends HO request to the selected target gNB, with the cause of MitM-FBS.
Note: the new cause of MitM-FBS is used to indicate the target gNB to prioritize this handover.  
Step 3: the target gNB responds a HO request ACK message to the serving gNB.
Step 4: the serving gNB sends HO command message to the UE, and this message can include the cause of MitM-FBS and the FBS info.
Note: the cause of MitM-FBS and the FBS info is optional, and be used for UE future cell reselection procedure.
[bookmark: OLE_LINK2]Step 5: the UE executes handover to the target gNB, and stores the received FBS info for future cell reselection procedure.

6.Y.3	Evaluation 
Handover the UE, which is connecting to the gNB with a FBS in the middle, to another gNB can help preventing the UE from suffering more ongoing MitM attacks, and maintaining the ongoing service continuity at the same time.
**** END OF CHANGES ****
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