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1
Decision/action requested

This pCR proposes a solution for a key issue in the Study on security aspects of 3GPP support for advanced V2X services (TR 33.836).
2
References
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3
Rationale

This contribution proposes a solution to the key issue #9 in [1].
4
Detailed proposal

*** START OF CHANGE 1 ***
6.y
Solution #y: Solution on minimizing the impact of privacy protection mechanism in the application layer communication

6.y.1
Introduction

This solution addresses the KI #9, "minimizing the impact of privacy protection mechanism in the application layer communication". 

This solution requires UE to use two different (old and new) identifiers (L2 IDs, Kd Session ID and IP address in case of IP-based communication) for message reception after both UEs updated their identifiers for unicast simultaneously. The feature above allows UE to receive application layer messages even during its peer UE switching identifiers. This solution only proposes additional operations to one side UE and it’s compatible with current privacy protection solutions such as Solution #1 and #4.
6.y.2
Solution details 

To ensure the application layer messages are not interrupted by the identifier switching procedures, the initiating UE and its peer UE exchange messages using established unicast communication. Both UEs are aware of new identifiers (L2 ID, Kd Session ID and IP address in case of IP based application) for this unicast communication by negotiating identifier update messages. The initiating UE listens to messages sent with either the old or the new identifiers after Identifier Update ACK message is sent. The listening status keeps until it received any message from peer UE using new identifiers. 

The above mechanism assures no application layer messages are discarded caused by switching the message identifiers independently. Advantages of this solution include the unchanged mechanism on peer UE, and no need for additional signalling or application layer messages. The detailed solution is illustrated in Figure 6.Y.2-1
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Figure 6.Y.2-1: Procedure for minimizing the impact of privacy protection mechanism in the application communication in unicast over PC5
0.
Unicast communication has been established and is in progress.

1.
The initiating UE (UE1) determines to update identifiers (L2 ID, Kd Session ID and its IP address in case of IP-based communication) with peer UE (UE2). This event is triggered in the UE by, e.g. request from the upper layer or timer expiration as specified in TS 23.287 [4]. Both UEs use old identifiers to send and receive application layer messages during the identifier update negotiation.
2.
After emitting the acknowledgement message, the initiating UE (UE1) starts to receive and accept the message from the peer UE (UE2) using either the old or the new identifiers of the message. In case of final acknowledgement message of identifier update negotiation is sent by the peer UE (UE2) instead of the initiating UE (UE1), this step is executed by the peer UE (UE2).

3.
The initiating UE (UE1) starts to use new identifiers to send unicast messages to peer UE (UE2). 

4.
The peer UE (UE2) receives the acknowledgement from the initiating UE and starts using the new identifiers.

5.
The initiating UE (UE1) stops to receive and accept the old identifiers from peer UE (UE2) after receiving message from peer UE using new identifiers.

6.y.3
Solution Evaluation

TBD.

*** END OF CHANGE ***
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